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1. Getting acquainted

If you are not yet familiar with CGI programming and with CGIDEV2 service program, please
read the following:

[1Benefits of CGIDEV?2 Service program
(Giovanni’s flyer on CGI
ElGiovanni‘s editorial on CGI

2. Basic Demos

QOur demos are the best way to leam in practice how to develop RPG-ILE CCGI programs. After
reading about CGIDEV? service program functions, we recommend youthem.

[[]3. Set up commands

You should not develop your CGI's in one of the libraries (e.g. CGIDEV2) downloaded from our
site. Installing a refresh would delete your developments.

You should instead develop your CGI's in your (source and abject) libraries. The problem of
copying all the pieces needed for development and for execution of your CGl's is solved
through some commands. We have commands to easy your setups:

+ cgidev2/setcgilib to set up your source and production libraries for CGI development
+ cgidev2icricgisre to create a running example of CGI source.

Then we have prepared for you some ILE-RPG source members that you main your
sources, thus saving coding time.


http://cgidev2.easy400.net/cgidev2o/benefits.htm
https://www.easy400.net/easy400/flyeren.pdf
http://cgidev2.easy400.net/cgidev2o/jpart.htm
http://cgidev2.easy400.net/cgidev2o/demos.htm
http://cgidev2.easy400.net/cgidev2o/includes.htm
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[_14. CGI services available through CGIDEV2 service program

For a comprehensive walk through all the features of CGIDEV2 service program, you may go to

Mel Rothman‘

We recommend however you go through the following scheme, which provides you with a
smooth leaming path:

Main functions
1 Read input from client browser
Map input string into program variables

Multiple occurrences of an input variable
+ Use anlexternally defined HTML scrip
tolwrite HTML outpuf

Other functions

[ Handiing cookies

[l Message handing

[[+]Maintain and refrieve page counts

[CeIRetrieve environment variables

Other environment variables functions

Timing functions

FS subprocedures

FS commands

[+]Uploading PC fles

EISendinq a stream file to the browser
(Downloading a stream file)

106! debug fle

Eﬁebuggi_ng functions

Coding facilities

Data conversion functions
[*]Execute a command
neryping strings and stream files

=]

Dynastatic pages

rite HTML to a stream file
MS$ Office Interface
[+1Dynamic WORD documents
Program state support

[eUsing user spaces
[eJcreate a random string



http://cgidev2.easy400.net/cgidev2h/readme.htm
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Persistent CGI support

56t a random integer
@gn a Session [D ("handle")

5. Apache HTTP error codes and CGI debugging tips

+ If you have problems understanding the meaning of an Apache HTTP error code, go o
this page to find out its meaning.
E|If not familiar with HTTP error code 500, go to page Debugging tips and learn how to
debug CGl programs.

6. Error number values

In some circumstances some subprocedures of the service programs may end with non-zero
retum codes. Usually such error codes are also reported in the CGIDEBUG file. The guess
would be about the meaning of such codes. To find out about them:

+ Go to the following page of the iSeries Information Center: Ermo Values for UNIX-Type
Functions.

7. Performance tips

In order to obtain the best performance from your CGI's, you may want to adopt the following
tips:

1. use a named activation group (a different activation group for each CGl, see FAQ number
%)
2. return without setting LR on
Note. By returning with LR set to *off provides you with another great performance
advantage. The next time the program is called and tries to reload the external HTML,
the service program wil find that the HTML is sfill in core, and will skip its loading, thus
saving some relevant amount of time.
3. open files just the first time through, never close them
4. each time the program runs
o re-initialize variables
o do not rely on files being positioned on the first record; reposition with SETLL, or
SETGT, or any other appropriate way
5. After programs are thoroughly tested, use CALLP SetNoDebug(*ON) to tun all
debugging off.
Note.SetNoDebu setsa
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affected in the same way by the most recent execution of SetNoDebug.

[]8. About persistent CGI

So far, without mentioning them, we have being talking about non persistent CGI. Traditionally,
CGI programs are not persistent, that is, a CGI program, the next fime itis called, does not
remember (or, better, must not remember - as no guarantee exists that it is called by the same
client as before) what values where left in its variables, and where files are positioned. This fact
of course has a relevant impact in program design, because the values of the variables which
are important for a program at the time itis invoked must be saved in the previous response
HTML (usually as hidden fields) and sent with the program invocation request.

Since VAR3, however, persistent CGI have been implemented for S/400 HTTP.

A persistent CGl returns without raising LR, that s, the next time it is called, it finds s status as
it was left

The obvious problem with persistent CGl, is that for a given program there are potentially
several copies waiting to be called back, and each copy is related to a different user. You would
not like to have such responsibilities be randomly mixed up. To solve this problem, itis a
program responsibility to give a "ticket" (technically speaking, a "handle") to each next program
invocation.

The next problem is that a persistent CGI cannot wait forever to be called back. An HTTP
controlled timeout will kill any persistent CGI session waiting over a given number of seconds.
At this point, the user may need to re-start his transaction cycle from the beginning.

Because of this second problem, the implementation of persistent CGl is not very frequent and
left to cases where a COMMIT technique is mandatory.

QOur recommendation is not to use persistent CGI, unless sirictly necessary. Persistent CGI

+ do not perform faster than non-persistent CGl
+ require much more skill and testing
+ may not provide a user-friendly solution

However, should you like to know more on this subject, this is your page.

9, ZIP and UNZIP commands

Library CGIDEV2 includes commands ZIP and UNZIP.

These commands allow to compress and decompress IFS stream files using standard .zip files.
The requests entered from commands ZIP and UNZIP are transformed to QSHELL commands,
that are run in batch mode.

Results from ZIP and UNZIP commands can optionally be displayed.

10. CGIDEV2 updates

1. Signature of service program CGIDEV2ICGISRVPG2
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Some releases of CGIDEV2 may include new subprocedures for service program
CGIDEV2ICGISRVPGM?.

Since March 25, 2009 service program CGIDEV2/CGISRVPGM?2 has a zero signature.

If you already have installed CGIDEV2 and you are going to install a new release of it
you should first check the release date of the existing CGIDEV2. You do that by running

command CGIDEV?2/RELEASED.

a. Ifthe existing CGIDEV2 carries a release date equal to or higher than March 25,
2009, your CGI programs bounded to service program CGIDEV2 will have no
problem with the new CGIDEV? release, as there will be no signature check with
the new service program CGIDEV2/CGISRVPGM2.

b. If you have a CGIDEV2 version released prior to March 25, 2009 , after installing

the new version of CGIDEV2 you must run command CGIDEV?2/REBIND

Library_name for each ibrary containing programs bound to service program
CGIDEV2/CGISRVPGM2.
Command CGIDEV2/REBIND rebinds all service programs and CBLLE/RPGLE
programs in the user specified library.

¢. If you duplicated service program CGIDEV2/CGISRVPGM2 to several CGI program
libraries (to make them independent from service program
CGIDEV2/CGISRVPGM2, and be free to update library CGIDEV2 in any moment),
and you want to replace some of those duplicated CGISRVPGM? service programs
with a more recent version available in library CGIDEV?, then you may use

command CGIDEV2/DUPSRVPGH.
This command:
i. refrieves the libraries containing service program CGISRVPGM2
i. lets you select the libraries to be processed
ii. for each selected library
» replaces service program CGISRVPGM? in that library with a copy of
service program CGIDEV2/CGISRVPGM2
 rebinds all service programs of that library
 rebinds all CBLLE and RPGLE programs in that library.

2. Activity group of service program CGIDEV2ICGISRVPGM2

During CGIDEV2 installation, service program CGIDEV2ICGISRVPGM2 is created with
activity group CGIDEV2.

Before installing a new release of CGIDEV2, you should check if the activity group of your
current service program CGIDEV2/CGISRVPGM? is instead *CALLER. You do that by
running command

DSPSRVPGH SRUPGH(CGIDEV/CGISRVPGH]) DETALL (*BASIC) .

If the activity group of your current service program CGIDEV2/CGISRVPGM2 is
*CALLER, after the installation of the new CGIDEV2 completes, you MUST run command
CGIDEV2/CRTSRVPGH ACTGRP(*CALLER) .

If you do not do this, you may have problems with some existing CGI programs of yours.

11, XSS Vulnerability



CGIDEV2 Tutorial

One of the major security problems with WEB pages comes from Cross-Site scripts
(known as XSS).

Cross site scripting (also known as XSS) accurs when a web application gathers
malicious data from a user. The data s usually gathered in the form of a hyperlink which
contains malicious content within it. The user will most likely click on this link from another
website, instant message, or simply just reading a web board or email message. Usually
the attacker will encode the malicious portion of the link to the site in HEX (or other
encoding methods) so the request s less suspicious looking to the user when clicked on.
After the data s collected by the web application, it creates an output page for the user
containing the malicious data that was originally sent to it, but in a manner to make it
appear as valid content from the website. XSS effects vary in range from petty nuisance
fo significant security risk, depending on the sensitivity of the data handled by the
vulnerable site and the nature of any security mitigation implemented by the site's owner
network.

This vulnerabilty is not restricted to CGI pages, it applies to all dynamic WEB pages,
wherever they come from.

To protect your dinamic WEB pages (example: WEB pages dynamically sent to the
browser from your CGI programs), you must provide a given HTTP header, which is
understood by all major popular browsers (Firefox, Internet Explorer, Chrome, Opera,
Safari). Such a HTTP header is named X-XSS-Protection and has two options:

1.X-XSS-Protection: 1;
A1 value enables the XSS Filter
If a cross-site scripting attack is detected, in order to stop the attack, the browser
wil sanitize the page.

2.X-XSS-Protection: 1; mode=block

Rather than sanitize the page, when an XSS attack is detected the browser wil
prevent rendering of the page.

Example:

Content-type: text/html
X-XSS-Protection: 1;
(mandatory blank Line to signal end of HTTP headers)
<htmly
<head>

</heady
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Read input from client
browser

1. The input string
2, GET and POST methods

3. Procedure to read the input string

1. The input string
There are three ways a remote client browser may send input to a CGI program:

1. From an HTML form. As an example:
html which shows as

<form method="post" action="/cgidev2p/hellot.pgm’">
Your first neme:
<input type="text" name="firstname"
size="10" maxiength="30"><br>
Your last name:

Your first name: George

<input type="text" name="astname" Your last name: Erown
size="10" maxlength="30"><br> Sard

<center>

<input type="submi" value="Send">

<lcenter>

<fform>

Inthis case, when the remote user, after entering data in the two input fields, presses the

Send button, the string sent to program hellol is:
firstname=George&lastname=Brown

where George and Brown are the values entered info the two input fields of the form.

o

From an anchor tag (<a>...</a>) in an HTML script. As an example, the folowing anchor

<a href="/cgidev2p/hellol.pgn?firstname=Georgeslastname=Brown">Say
hello to George Brown</a>

will send the same string to program hellol.

w

From the command line (location line) of the browser.
For instance, if in this fine one types

http://.../cgidev2/hellol.pgn?firstname=Georgeslastname=Brown

the same string will be sent to program hel1o1.

2, The GET and the POST methods

There are two ways an input sting may be sent o a CGI program.
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1. With the GET method.
This is implicitly done when the sending is performed either through an anchor tag (<a> href=...</a>)or
through the browser command fine.
The GET method may also be used in a £oxm tag. This is usually done for test purposes.
In fact, when using the GET method, the input string is always visible in the browser command line.
The GET method has some restrictions, which do not existfor the POST method:
i. The input string (containing parameters after character "?"; usually called query string) has a maximum
length of about 3 thousand characters. The maximum length depends on the fype of browser.
ii. The values of the parameters can just be alphanumeric strings: no special characters, no inbedded
spaces. Specialcharacters and inbedded spaces must be repleced by
2. With the POST method.
This is commonly done in a £orm tag.
In fact, when using the POST method, the input string is not visible to the end user.

Though these two methods have implications on the way a CGI should refrieve its input string, Mel Rothman's senice
program provides procedures which would take care to retrieve the input string whichever way it was sent.
Therefore your CGI programs are not sensitive to the method used by the remote browser.

3. Procedure to read the input string

In order to acquire the input buffer sent from the browser, your CGI program must use the ZhhGetln p ut
subprocedure

ThbGetInput uses the server's QzhbCgiParse AP! fo get the browser's input and places itinto a set of infernal,
dynamically allocated arrays for subsequent high performance use by the ZhbGetVarCnt, ZhbGetVar, ZhbGetVarUpper
input variable parsing procedures.

Warning. For the QzhbCqiParse API to work properly, the CGIConvMode must contain value %%EBCDIC/EBCDIC%%
(not the value %%MIXEDIMIXED%%). If that does not happen, ZnbGetlnput writes an error message info the debugging
file-and allows the program to confinue unf t fails.
To use the zhbGetinput correctly you must add the folowing Apache HTTP direcive:

CGIConvMode $%EBCDIC/EBCDICSS

s is how you can U inyou j
This is how you can use the ZnbGetinput subp n your CGI program:

* Prototype definitions and standard system API error structure
/copy CGIDEV2/qrpglesrc, prototypeb

Jcopy CGIDEV2/qrpglesrc,usec

* Number of variables

DnbrVars S 101 0

*

* Saved query string

Dsavedquerystring...
D H 32767 varying
*
. ete. .
* Get the input buffer sent from the browser
C eval nprVars =
C zhbGetInput (savedquerystring:qusec)

or you can use the folowing code:

* Prototype definitions and standard system API error structure
Jcopy CGIDEV2/qrpglesre, prototypeb
/copy CGIDEV2/qrpglesrc,usec
* Predefined variables
Jcopy CGIDEV2/qrpglesrc, variables3
. ete. .
* Get the input buffer sent from the browser
Jcopy CGIDEV2/qrpglesre, prologd

For a e exampl, plase see the source o tefemptedrogram.


http://www.easy400.net/cgidev2p/dspsrc.pgm?cgiinp03=template3&cgiinp02=qrpglesrc&cgiinp01=cgidev2
http://cgidev2.easy400.net/cgidev2p/dspsrc.pgm?cgiinp03=template3&cgiinp02=qrpglesrc&cgiinp01=cgidev2
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Map input string into
program variables

Sample input string:
coiinp01=6eorgescy:inp02=Brown

Once a CGI has read the input string sent from the remote browser, it must understand what the
request is. To do this there must be some routine that scans the input (query) string for all the
possible keywords and saves their values into program variables, so that the program may then test
them and process the user request. This scan_and_break operation is commonly referrred to as
"parsing".

The following parsing subprocedures are avaitable:

1. "zhbGetVar" parsing procedure
2. "zhbGetVarptr" parsing procedure
3. Other zhbGet... subprocedures
4, Receiving names of input variables

1, "zhbGetVar" parsing procedure

Parsing procedure zhbgetvar lets you retrieve fields from the input string one at a time into program-
defined fields.

If you want to uppercase a field while retrieving it from the input string, you may use the parsing
procedure zhbgetvarupper.

If you want to lowercase a field while retrieving it from the input string, you may use the parsing
procedure zhbgetvarlower,

This is how you can use the zhbGetVar subprocedure in your CGI program:

* Prototype definitions and standard system API error structure
/copy CGIDEV2/qrpglesrc, prototypeb

/copy CGIDEV2/qrpglesrc,usec

* Number of variables
DnbrVars s 10i 0

*

* Saved query string

Dsavedquerystring...
D S 32767 varying
*
* Client input variables
D custname s 40
D emailadd s 40
D state s 2
Looeten
* Get input
C eval nbrVars =
C zhbgetinput (savedquerystring:qusec)

* Parse variables from QUERY STRING environment variable:

* Customer name

C eval custname = zhbgetvar ('custname')
* E-mail address

C eval emailadd = zhbgetvar('emailadd')
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* State
C eval state = zhbgetvar('state')

For a complete example see the source of program|TEMPLATES

2, "zhbGetVarPtr" parsing procedure

Parsing procedure zhbgetvarptr returns a pointer to an input variable. This is useful when an input
variable's length might exceed ZhbGetVar's maximum size of 32767.

The maximum length of such a variable is 64000.

If the input variable is not found or length s 0, returns *nul .

This is how you can use the znbGetVarPr subprocedure in your CGI program:

* Prototype definitions and standard system API error structure
Jcopy CGIDEV2/qrpglesre, prototypeb

/copy CGIDEV2/qrpglesrc,usec

* Number of variables

DnbrVars B 101 0

*

* Saved query string

Dsavedquerystring...
D s 32767 varying
*
* Pointer returned from zhhGetVarPtr
D ReturnVarP S *
* Variables for zhbGetVarPtr
D varnamein B 50
D occurrence B 101 0
D varlenOut H 101 0
Looetes L
* Get input
c eval nbrVars =
c zhbgetinput (savedquerystring:qusec)
* Retrieve the pointer to input variable named 'longstring':
c eval occurrence = 1
C eval ReturnvVarP = zhbGetVarPtr ('longstring':
C occurrence:
C varlenOut)

Note. Do not use this subprocedure for reading a file being uploaded from the browser. See

3. Other zhbGet... subprocedures

+ ZhbCountAllVars: returns the number of occurrences of al variables in the input string
(ZhbGetinput must have been run before calling this subprocedure)

» ZhbGetVarDetails: retums the following information on the user-speciied nth input variable
(out of those counted with ZhbCountAllVars): variable name, variable occurrence number,
indicator (char 0/1) whether variable was found.

D nbrInpVars H 1010

D ThisVarVal H 1000a

D ThisOccur S 10i 0

D ThisVarName s 50

D ThisVarOccur s 10i 0

D FoundInd B n

* Get input

C eval nbrvVars =

C zhbgetinput (savedquerystring:qusec)



http://cgidev2.easy400.net/cgidev2p/dspsrc.pgm?cgiinp01=cgidev2&cgiinp02=qrpglesrc&cgiinp03=template3
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* Example of retrieving

* the number of occurrences of all variables in the CGI input
C eval nbrInpVars = ZhbCountAllVars

* Example of retrieving

* detailed information for all the input variables

c if nbrInpVars > 0

C 1 do nbrInpVars  ThisOccur

C eval ThisVarval =

C ThbGetVarDetails (ThisOccur:
C ThisVarName:

c ThisVarQccur:

C FoundInd)

c enddo

C endif

4, Receiving names of input variables

There may be cases where the CGI program cannot predict the names of the input variables, and
must find out what they are.
Such cases can be easily solved by using, in sequence, the following subprocedures:

[Je. ZhtGetinput
b. ZhbCountAllVars

. ZhbGetVarDetalls

11
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Handle multiple
occurrences of an
input variable from
the browser

Lt

What is amultiple input variable from the browser

Suppose that a CGI expects to receive from the browser an input string like the following

itemno=007278qty=1&itemno=00932&qty=7&itemno=018584qty=15

That could be an order of three items, each with a different quantity.
In other words, the CGI receives multiple occurrences of input variables imtemno and qty.

CGIDEV2 service program provides the following procedures:

» ZhbGetVarCt returns the number of muliple occurrences of a given input field
» ZhbGetVar returns the value of one of the multiple occurrences of a given input field
» ZhbGetVarUpper returns the value of one of the multiple occurrences of a given input field in

uppercase characters
Example:
* Prototype definitions and standard system API error structure
Jcopy CGIDEV2/qrpglesre, prototypeb
Jcopy CGIDEV2/qrpglesrc,usec
* Number of variables
DnbrVars s 101 0
* Saved query string
Dsavedquerystring...
D H 32767 varying
* Return code
D rc s 101 0 inz(0)
* Variables for retrieving multiple occurrencies of "itemno" and "qty"
D itencount 5 101 0
D varocc S 101 0
*
D itemno S 5a
D qty s 3a
* Looetel
* et input
C eval nbrVars =
c zhbgetinput (savedquerystring:qusec)
* Example of multiple occurences
C eval itemcount = ZhbGetVarCnt ('itemno')
C ¥ itemcount > 0
[ 1 do itemcount varocc
C eval itemno = ZhbGetVar ('itemno':varocc)
C eval qty = ZhbGetVar('qty':varocc)
C exsr ProcessItem
C enddo
C ENDIF

12
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These procedures are able to process an unlimited number of accurrences of the same input variable.

For an example of retrieving multiple occurrences of an input variable, please check out program

n thelYachtWord demo

13


http://www.easy400.net/cgidev2o/about.htm#BOATSCH2
http://www.easy400.net/cgidev2p/boatsch0.pgm
http://cgidev2.easy400.net/cgidev2o/about.htm#BOATSCH2
http://cgidev2.easy400.net/cgidev2p/boatsch0.pgm
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Externally defined
HTML

"The same power and flexibility as an
externally defined Display File!"

To provide an answer from your program to the web user, your program should send out an HTML
string.

Ina RPG program, without using Mef's service program, you should prepare your himl string and
write it out using the Write to Stdout (QtmhWrStout) AP Preparing such a string in a program,
while not easy, suffers of unflexibilty. Any time you want to change something in the output HTML
(texts, fonts, alignments, href, gffs, etc.), you must change your program.

In a normel AS/400 program you would have greater flexibilty just using an externally defined display
file.

Mel's service program provides a technique as flexible as DDS, but even simpler to use.
This technique is called

Externally defined HTML

There are two ways you can develop external HTML

1. Using a source physical file
2. using IFS stream files

1. Using a source physical file
This is how you implement it (i takes more to tell than to use it):

1. Create a source physical fle named HTMLSRC (record format name MUST be HTMLSRC)
with record length 240 (MUST not be more than 240). You may then rename this source
physical file, if you want; its record format would still be HTMLSRC.

Note 1. Afile HTMLSRC is automatically created in your object (production) fibrary when you
use comman

2. Add a member named as you ike (we recommend to specify HTML for the SEU type).

3. Divide your source into sections.

o Ina sense, a section is the same as a record format in a display file.
Asection is a single piece of html your program wil output under given conditions.
Examples of sections could be
u starting html, starting body, defining ttle and headers
1 3 fable start
1 3 fable row
1 3 fable end
1 hody and himl end
o Asection s identified by a source record containing
1 /$section_nane starting in column 1, where section_name can be up to 20
characters (prefix /$ s the standard one for section identfication; however, the
developer may define other prefixes).
u /$top, for instance, identfies the beginning of section top.
o The section which is issued s first must start as follow

/$section_name

14
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Content-type: text/html

<html>

Please pay attention to the blank line just before the one containing <HTML>. If
you miss it, the client browser may not interpret your html!

o HTML texts in your sections may contain variables. A trivial case is that of a table row (subfile fine)
with table definitions <TD> (subfil fine fields) containing variables, such as item and price

+ You specify a variable in your himl text by using the following syntax
[%variable name$/
where variable_name can be up to 30 non-case sensitive characters. Delimiters /% and %/
are the standard ones. However, the developer may decide to use his own delimiters.
There is no naming convention for variables. For instance, they do not need to have the same
name of their corresponding database fields, though if you do so you may improve
understanding of your programs.

+ Your CGl program wil

1. Read the external html source member into memory using Mel's service program subprocedure

2. Filthe html /$variablest/ (which are character fields in your RPG) from e.g. database
records fields using subprocedure.

3. Call subprocedure to output html sections.

o Section and variable delimiters

1. Section name delimiters.
Asection s identfied by the following sequence starting in column 1 of a dedicated fine:
xxxSection_nameyyy
where
0 xxx is the section name starting delimiter (10 char max) that you would mention in the
RPG program when calling subprocedure gethtnl.
The default section name starting delimiter s /$. This default section name starting
delimiter may be omitted when caling subprocedure gethtml.
o section_name is the name of the section (mandatory) that you would mention when
calling subprocedure wxtsect ion. Section name must be an alphanumeric string up to
20 characters.
o yyy is the section name ending delimiter (optional, 10 char max). If specified, you must
mention it in the RPG program when calling subprocedure gethtml.
Notes on section name delimiters
1. Default section name starting delimiter /$ may cause problems when the external
HTML s on the IFS. This is because character § may not be correctly converted for the
CGISRVPGM2 senvice program.
2. We suggest you use the following:
"<I' -~ Sec_"as section name starting defimiter
" -->"as section name ending delimiter
Example:
<I'-- Sec_top -->
for section top.
This approach defines the HTML section as a comment and is therefore transparent to
the HTML editors.

2. Variable name delimiters
The defautt delimiters for a variable name are
[hand %/
User-defined delimiters can also be used, provided thay do not exceed 10 characters.
Non-default variable delimiters must be specified as parameters to the gethtnl
subprocedure.

+ The following restrictions apply:

15
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‘Description ‘Maximum

Source record length fzo‘trosgﬁtriz ((jZ;g)bwes
\Number of records \32,764

Number of unique substitution variables (each 621

may appear multple times in the source) !

Number of occurrences of substitution 07

variables in the source file member '

\Subst'nution variable name length \30 characters
\Subst'nution variablg value \1 000 characters

\Subst'nution variables' defimiters length \10 characters

\Number of sections \200
\Section name length \20 characters
\Section name deimiters' length \10 characters

2. Using IFS stream files

Instead of writing the external HTML in members of a source physical file, you could decide to create
PC files (stream files) in one or more directories of the 0S40 Integrated File System (IFS). This
approach may have some advantages:

1. the restriction of 228 characters per ine no longer applies (the other restrictions stay the
same)

2. it would be possible design external HTML scripts using HTML authoring tools, such as
Microsoft Front Page, IBM Websphere Studio, or other.

Performance would be the same as for members of a physical file.
Directories containing externally defined HTML:

+ do ot require any HTTP directive to be accessed

+ for performance reasons, it is recommended to store the external HTML files in directories
different from the ones accessed from the HTTP server (such as the directories containing
static HTML pages and/or images).

Examples

1. Giovanni's himl skeleton member using Hefault section name delimiter
2. Mel's himl skeleton member using fiser-defined section name delimiter

16


http://www.easy400.net/cgidev2p/dspsrc.pgm?cgiinp02=demohtml&cgiinp03=exercise&cgiinp01=cgidev2
http://www.easy400.net/cgidev2p/dspsrc.pgm?cgiinp02=htmlsrc&cgiinp03=talk2&cgiinp01=cgidev2
http://cgidev2.easy400.net/cgidev2p/dspsrc.pgm?cgiinp02=demohtml&cgiinp03=exercise&cgiinp01=cgidev2
http://cgidev2.easy400.net/cgidev2p/dspsrc.pgm?cgiinp02=htmlsrc&cgiinp03=talk2&cgiinp01=cgidev2

CGIDEV2 Tutorial

i How to provide HTML
A responses using

externally defined

HTML
EiE

This page shows how to

1. define the variables needed for these operations
2. read into memory an externally defined html script
3. assign values to variahles of this external html

4, write html sections and send the output buffer

5. use special output procedures

1. Variahles
We recommend you use
1. command]cgidev2/setcgilig to setup the development and execution environments in your source

library and object (production) fbrary
2. command gidev2/cricgisrclto create a sample source for a new CGI program. You can compie an
run such program.

If you do so, youll find out that the variables are already defined by copying in other source members:

/copy mysrelib/qrpglesre, hspecs

Jcopy mysrelib/qrpglesre, hspecsond
...oetel

/copy mysrelib/grpglesre, prototypeb

/copy mysrelib/qrpglesre, usec

Jcopy mysrelib/qrpglesrc, variables3
.. ete. ...

2. Read skeleton html member into memory
Use subprocedure

+ getHtm! to load into memory a single externally defined html source member

+ getHtmlifs to load into memory a single externally defined html IFS (stream) file

+ getHtmlifsMult to load info memory in one shot multiple externally defined html FS (stream)
files

Examples for default section and variables delimiters
+ section name start delimiter: ~ /$

/
+ Variable name start delimiter. ~ /
+ Variable name end defimter. %

T

1) getHtmlxxx

17
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C eval HtmlSrcLib = 'CGIDEV2'
C eval HtmlSrcFil = 'DEMOHTML
C eval HtmlSrcMbr = 'EXERCISE'
C callp gethtnl (HtmlSrcFil:HtmlSrcLib: HtmlSrcMor
C callp gethtml ('DEMOHTML': 'CGIDEV2' : "EXERCISE')

2) getHtmlifs

c callp gethtmlifs('/CoidevExtHtml/talk2ifs.html'

See the example in CGI [ EMPLATE4|

Note that the directory to be specffied as a parameter of the gethtmlifs procedure is the real directory
path, not the alias mentioned in a HTTP pass directive.

The recommendation is -in any case- not to use for the IFS himl code directories accessed also by the
HTTP server.

3) getHtmlifsMult

This subprocedures allows to load into memory multiple externally defined html files. All the sections and
records in all the files are read into dynamic storage as though they resided in a single file. If a section
name appears more than once, only the first occurrence is used.

This feature allows to maintain as separate HTML fles frequently used pieces of HTML code, such as
headers, footers, navigation bars, etc.. In several cases, breaking html code into separate modules may
reatly reduce both development and maintenance times.

* Indicators for GetHtmlIfsMult subprocedure
D IfsMultIndicators...
D ds
D NoErrors
D NameTooLong
D NotAccessible
D NoFilesUsable
D DupSections
D FileIsEmpty

. ete. .

* Read externally defined output html files
eval IfsMultIndicators = gethtmlifsmult(

' /CqiDevExthtml/StdTop. Html +
/CqidevExtHtnl/StdRunTine Html +
[CyidevExtHtml/Stdlsg. Heml +
/CyidevExthtnl/StdPssr.Htnl +
/CyidevExthtnl/Talk2Stuff Henl +
/CgidevExtHtml/StdEnd. Htnl')

-

S oo oo

See the example in CGI|TEMPLATES]

Note 1. Subprocedures getHtmlifs and getHtmlifsMult can also load HTML source members as part of
the /08¥S.L18/. .. directory.
See the following example:

* Read externally defined output html files

C eval IfsMultIndicators = gethtmlifsmult(
c ' /CqiDevExthtml/StdTop. Html +
C /QSYS.LIB/MYLIB. LIB/HTMLSRC. FILE/X. MBR'

Note 2. When using getHtmlifs or getHtmlifsMult subprocedure, make sure that the IFS files containing
the external HTML code can be read from the HTTP server user profile QTMHHTP1 (the one adopted
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when running CG). This can be done in one of the following ways (in the examples below, we assume that
QPGMR owns the files, but this is not relevant at all):

Data --Object Authorities--
Use Authority Exist Mgt Alter Ref
¥PUBLIC *RX
QPGMR  *RWX X X X X
0

Data

User  Authority
*PUBLIC *EXCLUDE
QPGMR  *RWX X X X X
QTMHHTP1 *RX

Examples for user-defined delimiters (see als).
First example:

+ section name start delimiter: "<!-- Sec "
+ section name end delimiter (optional): " -->"
+ variable name start delimiter. "<var400>"
+ variable name end delimiter. "</var400>"

C eval HtmlSrcLib = 'CGIDEV2'

C eval HtmlSrcFil = 'HTMLSRC

c eval HtmlSrcMbr = 'TALK2'

[ callp gethtnl (HtmlSrcFil:HtmlSrcLib:HtmlSrcMor:
c '<!-- Sec ":

c tet

c "<vard00>":

C "<fvard00>")

Second example:

+ section name start delimiter: "<as400>"

c callp  gethtnlifs('/CoidevExtHtnl/talk2ifs.html"
c '<asd00>')

* Indicators for GetHtmlIfsMult subprocedure
D IfsMultIndicators...
ds
NoErrors
NameTooLong
NotAccessible
NoFilesUsable
DupSections
FileIsEmpty
Loogtel L
* Read externally defined output html files
eval IfsMultIndicators = gethtmlifsmult(
' /CgiDevExtHtnl/StdTop. Html -
/CyidevExthtnl/StdRunTine. Htnl -
/CyidevExtHtml/Stdlsg. Heml -
/CyidevExthtml/StdPssr.Htnl -
/CgidevExthtml/Talk2Stuff. Htnl -
/CyidevExthtnl/StdEnd. Html':
'<asd(0>')

oo ooooo
P

G a0 aaoo

19



CGIDEV2 Tutorial

3. Assign values to html variables

This must be done using subprocedure updHtmIVar.

This subprocedure assigns a value to all the instances of a given himl variable name.

Note 3. The value to be assigned must be a character string (numeric fields must be converted or edited to
character strings, see examples number 4 and 5).

Inputs

+ variable name
+ variable value
+ action (optional)
o 1" = replace this variable if it exists, otherwise add it (defaut)
o '0' = clear arrays and write this one as the first
+ trim instructions (optional)
0 Yotrim - trim left and right (cefault)
0 %atrim - trimleft only
o Yatrimr - trim right only
o %trim0 - don't trim

Examples:

1. Clear all html variables and assign to himl variable custnane the value contained in character field

CusNam:
C callp updHTMLvar ("custname' :CusNam:'0')
2. Assign to html variable custaddr the value contained in character field CusAdr:

C callp updHTMLvar ("custaddr':CusAdr)

3. Assign to html variable custaddr the value contained in character field CusAdr without trimmimg
it

C callp updHTMLvar ("custaddr':CusAdr:'1": "trimd')

4. Assign to html variable ozdertota1 the value contained in numeric field (9 2) Tot ThisOzd using
an edit code:
C callp updHTMLvar ("ordertotal ':
C %editc(TotThisOrd:'J"))
About edit codes

5. Assign to html variable ozdertotal the value contained in numeric field (9 2) TotThisOrd using

an edit word:

C callp updHTMLvar ('ordertotal '

C %editw(TotThisOrd:' , , 0. ')
Seetiing exampe]

For vary large output variables (max 16 Mb) you may use subprocedure updHtmIVar2.
Inthis subprocedure, instead of passing the name or the value of the substituting variable, you will pass a
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pointer to it and its length.
Inputs

+ variable name
+ pointer to the substtuting string
+ length of the substituting string
+ action (optional)
0 "1"= replace this variable if it exists, otherwise add it (defaut)
o '0' = clear arrays and write this one as the first
+ {rim instructions (optional)
o Yotrim - trim left and right (defaut)
o %triml - trimleft only
o Yatrimr - trim right only
0 %trim0 - don't trim

Example:

D varPointer B *

D varLength s 101 0

C callp updHtmlVar2 ('longdata':
C varPointer:varlength)

4. Write html sections and send the output buffer

This must be done using subprocedure wrtsection.

One can write one or multiple sections in a single call.

Important.

Once all sections have been written, do not forget to send the output buffer to the client. This must be
done by writing a pseudo section named *ini.

Example:

* firite a single section

C callp wrtsection('start')

* firite two sections

C callp wrtsection('partl part2')
* Send the output html to the remote browser

C callp wrtsection('*fini")

Note 4. Section names are not case sensitive. A section name is a 50 char max alfanumeric string. Only
english letters are supported.

Note 5. Subprocedure wrtSection supports two optional parameters:

+ NoNewLine indicator.
Setitto *ontotell wrtsection NOT toinsert a newline character x15'at the end of each HTML
output fine. This may be useful when binary data are being sent to the browser.

+ NoDataString value.
What to do when a substitution variable is encountered and no value has been set up with
UpdHtmiVar.
If not specified, output variables left without substitutions display the default "**Missing Date™".

Examples:

D NoDataString ¢ '<b>*** 1o substitution! *r</b>!
* firite a section without newline characters

C callp wrtsection('mysection':*on)

* lirite a section with non-default warning for
* missing substitution variables
C callp wrtsection('mysection':*off:
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C NoDataString)

5. Special output procedures

Subprocedure wrtNoSection

writes data for the browser without using substitution variables or sections.

This subprocedure can be used when a large block of data is to written. This is more likely to happen when
wriing non-textual data such as images.

The following example shows how to read an external IFS file (an HTML page, animage, or what you
need) and how to insert it into the CGI output buffer:

D IfsInpBuff B 10000a  varying

D InpBufflen S 101 0

D Ifs0bj S 2558

D FileHandle s 101 0

D ReturnInt S 101 0

D BytesIn s 101 0

*

* Read an IFS object into "IfsInpBuff"

c eval 1fs0bj = '/mypath/mysubpath/myobj.xxx"

*  1-Open the IFS file

C eval FileHandle = open(5trim(Ifs0bj)
c : 0_RDONLY + O TEXTDATR)

¥ 2-Read the IFS file

c eval BytesIn = read(FileHandle

[ : %addr (IfsInpBuff)

[ : Ssize(IfsInpBuff))

¥ 3-Close the IFS file

¢ eval ReturnInt = close (FileHandle)
c eval IfsInpBuff = %trim(IfsInpBuff)
* Insert the string read into the CGI output buffer

C v checkr  IfsInpBuff  InpBufflen

C callp  WrtNoSection (%addr (IfsInpBuff):
C InpBufflen)

Subprocedure clrHtmiBuffer

clears any HTML output that has been buffered but has neither been sent to the browser nor written into a
stream file. This is useful when program logic dictates you need to output something other than what has
already been buffered.

C callp clritnlBuffer

Subprocedure getHtmiBytesBuffered

+ Returns the number of bytes in the output HTML buffer.

o This number is incremented each time output is written with WrtSection or WrtNoSection.
o Itis reset to 0 when either WriSection(*finf) o WitHtmiToStmf is run.

o If this number s allowed to grow to more than 16 MB, the CGI program wil fail

Could be useful to stop creating an output page when its size exceeds a reasonable fimit

D buffsize B 101 0
C eval buffsize = getHtmlBytesBuffered

Subprocedure getHtmiBufferP
» Returns the pointer to the output HTML buffer and the number of bytes used in the output HTML buffer.
o This is expecially useful for debugging.

D OutBuffer B 32767 based (OutbufferP)
D OutBufferInfo ds
D OutBufferP *
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D OutBufferlen
c

eval
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10u 0
OutBufferInfo=callp(GetHtmlBufferP
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Handling Cookies

(v

1. About Cookies

2. Creating a cookie with a CGl - Basic approach

3. Retrieving a cookie in a CGl - Basic approach

4, Creating/Retrieving a cookie in a CGI - Advanced approach

1. About Cookies

Cookies are a mechanism for storing persistent data on the client. As HTTP is a stateless protocol, cookies provide a way to
maintain information between client requests.

Ina sense, a cookie may be though of as a small data area on the client.

Acookie has the following properties:

Name  mandatory |dentfies the cookie (as if it were the name
of a data area)

Value  mandatory The contents of the cookie (as if it were the
value of a data area). Note that Netscape
Navigator does not support blanks in
the cookie value. If that happens, the
Set-Cookie string is trimmed right at the
first blank met. Therefore it may be needed
to substitute all the blanks in a cookie value
with some other character before creating
the cookie; in such a case, the opposite
operation should be performed after
retrigving the cookie.

Expiration optional  The date until which the cookie should
sunvive. If the expiration is not specified,
the cookie expires when the user session
ends.

Domain  optional  The domain under which the cookie can be
retrieved. If the domain is not specied, the
web browser should assume the host name
of the server generating the cookie.

Path ~ optional [The path under which the cookie can be
retrieved. If the pathis not specified, the
web browser should assume the path of
the page generating the cookie.

Cookies are stored and retrieved by the web browser.
Whenever a web page is loaded, the web browser makes avaiable al the unexpired cookies that:

1. match the domain of the page
(for instance, www.ibm.com or 195.183.8.2)

2. are inthe path of the page
(for instance, to page /cgidev2o/exhibiu8.him are made avaiable all the cookies with path /" and all the cookies with path
"legidev20").

For further details on the rules controlling access to cookies, read Determining a Valid Cookie.

2. Creating a Cookie with a CGI - Basic approach

To create a cookie you must provide, in the external html, a Set-Cookie http header, as follow:
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/$top
Content-type: text/html
Set-Cookie: name=value [;ExPIRES=dateValue] [;DOMAIN-omainName] [;PATH=pathName] [;SECURE]

(mandatory blank fine)
<htnl>
..oetes

For detail explanation about the Set-Cookie http header, please refer to the following page from Netscape.

3. Retrieving a cookie in a CGI - Basic approach

ACGI canretrieve all the available cookies through the environment variable HTTP_COOKIE. The cookies made avaiable are all
those compliant with the domain name and the path of the CGI. The following example ilustrates the value returned from the
environment variable HTTP_COOKIE in a case where two cookies were found:

+ the first cookie has name=IBM and value=HG1v432
+ the second cookie has name=Easy400 and value=JohnVincentBrown

IBM=HG1V432; Easy400=JohnVincentBrown

Note 1. As al the available cookies are retured in a single string, itis a program responsiblty to retrieve from this string the
cookies it might be interested in.

Note 2. The value of a cookie may contain escaped characters. An escaped character is the ASCII hexadecimal representation of
an ASCII character. For instance, %30 is an escaped character and is the ASCII hexadecimal representation of ASCII character
Escaped characters are generated by the web browser when storing a cookie. This is done to eliminate conficts with regulare
string separator and control characters.

Now, it is a responsibilty of the CGI program to convert any ASCII escaped characters ~in the value of a refrieved cookle- to the:
corresponding EBCIDIC characters.

See our example pbout creating and retrieving a cookie in a CGI through this approach.

4. Creatinglretrieving a cookie in a CGI - Advanced approach
Senice program cgidev2/cgisrvpgm2 provides two subprocedures to help managing cookies in a CGI:

+ crtCookie allows for an easier construction of the Set-Cookie http header
+ getCookieByName retrieves a given cookie from the HTT>_COOKIE environment variable.

[$top

Content-type: text/html

Expires: 0

/4setmycookies/

<html>

.oetel L
** Variables used to build the http header "Set-Cookie"
** through subprocedure "CrtCookie"
D SetMyCookie s 1000 varying
D Cookielam H 1000 varying
D CookieVal H 4000 varying
D RetCode s 1010
D Domain s 1000 varying
D Path s 1000 varying
D Secure s n
D Expires s z
D xdocloc s 512
** Other variables
D Tinelow s z
Drl s 101 0
D12 H 1010

* Main line

[free

// Get broswer input
nbrVars=zhbgetinput (savedquerystring:qusec) ;

// Load external html, if not loaded yet
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gethtnl ('DEMORTML':'CGIDEV2':'COOKIE2":"/$") ;

/I Create the Set-Cookie header
exsr CrtMyCook;

/1 Start the output html
updhtmlvar ('setmycookie': SetMyCookie) ;
wrtsection('top');

/I Retrieve cookie current value and display it
exst RtuMyCook;
updtmlVar ("cookienam':CookieNam) ;
updtmlVar ("cookieval':CookieVal);
if Cookieval='"';
wrtsection('cookieno');
else;
wrtsection('cookieyes');
endif;

// End the output html
UpdHtmlVar ("timenow' :5trim(%char (TimeNow)));
wrtsection('endhtml *fini');

return;

[end-free

* Create a cookie

¥ Name:  ThreeMonths

¥ Value: current timestamp
¥ Domain: current CGI domain
¥ Path:  /

*  Secure: no

*  Expires: three months from now

[free
Begsr CrtMyCook;

/[Retrieve the server domain into variable "Domain"; trim off the port number
exsr RtvDomain;

/[Reset the domain to blank. The WEB browser assumes the host name of the server
/] generating the cookie

Domain=' ';

//Set cookie name, cookie value and cookie path
CookieNam='ThreeMonths';
CookieVal=randomString(10);

Path='/";

//Set cookie expiration date & time
TineNow=4timestamp;
Expires=TimeNowtmonths (3);

/[Create the Set-Cookie header
SetMyCookie=CrtCookie (CookieNam:CookieVal:RetCode:Domain:
Path:*off:Expires);

Endsr;

[end-free

* Retrieve the server domain
The server domain is the one the URL of a document starts with,
As an example, in the URL
http://www.easy400.net/easy400p/maindoun. htnl
the server domain is
. easy400.net

HOW TO SET THE DOMAIN OF THE COOKIE

1-APPROACH NUMBER ONE (deprecated)

Usually, there is no easy way through which your CGI can find out

* what the server domain is.

* One way I found, is to have the document URL retrieved from some javascript
* and have it passed in an input variable of the form invoking the CGI.

* Example:

* <form name=cookie2 method=post action="/cgidev2p/cookie2.pyn">

* <script language=javascript>

*
*
*
*
*
*
*
*
*

26



CGIDEV2 Tutorial

document.write("<input type=hidden name=xdocloc value='"+document.locationt"'>")
<[script>

*
*
* Ve
* </form>

* In this way the document URL is passed in the input variable "xdocloc".

* NOTE, however, that if a port number is specified, the port number is returned

* ywith the URL and it should not be part of the domain.

* 2-KPPROACH NUMBER TWO (suggested)

* The easiest way is to specify no domain for the cookie. When this is done, the

* WEB browser assumes as domain of the cookie the name of the host creating the cookie.
*

* Though this subroutine uses approach number ONE to retrieve the domain name for the

* cookie, the program sets the domain name for the cookie to blank, thus making the

* WEB browser default the cookie domain to the name of the host creating the cookie.
X

[free
Begsr RtvDomain;

Domain=' ';
xdocloc=zhbgetvar ('xdocloc'); //document location ("http://domain:port/...")

//Remove the URI ("/...") and the port number (if any)
rl=%scan('http://":xdocloc) ;
if rl=1;
r2=%scan('/":xdocloc:8);
if 12>8;
Domain=4subst (xdocloc:8:r2-8);
rl=%scan(':':Domain);
if 1D1;
Domain=%subst (Domain:1:rl-1);
endif;
endif;
endif;

Endsr;

[end-free

* Retrieve a cookie of given name
* Returns a string containing the current value of the cookie,
* or blanks if cookie not found

[free
Begsr RtulyCook;

CookieNam='ThreeMonths';
CookieVal=GetCookieByName (CookieNam) ;

Endsr;

bout creating and retrieving a cookie in a CGI through this approach.
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Handling HTML
messages

48

When errors are found in the user's input, it is necessary to send one or more messages to the browser. Formatting and outputting such
messages can be tedious, repetitive, and error-prone.

You can more easyly perform this task, using Mel's service program HTML message support. Do the following:

1. Inthe external HTML source member create a set of sections to be used for message outputing. The standard set s available in
CGIDEV?/HTHLSRC member TALK2. The standard set must
1. contain section names MsqStart, MsgLl, MsgL2, MsqL3, MsgEnd
2. a/%msgtext?/ variable must exist in sections 1isgL1, MsgL2, Msgl3
Look at the example from TALK2:

/Stop
Content-type: text/html

<HTML>
<HEAD>
<TITLE>Response To Talk To Us</TITLE>
<style TYPE="text/css">
<!--
.centeredtitle { color: Blue; font-weight: Bold; font-size: 2dpt; text-align: center )
.emphasize {color: Blue; font-weight: Bold; }
.indent40 {margin-left: 40px; }
.messagestart, .messagel, .message?, .messaged {color: Red; font-weight: Bold;
t { font-size: 1fpt }
gin-left: 20px; text-indent: -12px; font-size: 12pt }

.message2 { mar : 40px; text-indent: -10px; font-size: 10pt }
.message3 { 60px; text-indent: -10px; font-size: 10pt }
-
<Jstyle>
</HEAD>
<BODY>
KI--etes >
/$lisgStart

<div class=messagestart>Errors:</div>

/9lisgL1
<div class=nessagel>- /tmsgtexth/</div>

/8lisgL2
<div class=message2>- /fmsgtexth/</div>

/8lisglL3
<div class=message3>- /imsgtexth/</div>

/$lisgEnd
<div class=messagestart><hr></div>

2. Optionally you may use subprocedure Cfglisgs to override the default exterally described HTML names:
o message text field name (msgtxt),
o starting section name (msgstart),
o level 1 section name (msgl1),
o level 2 section name (msgl2),
o level 3 section name (msgl3),
o ending section name (msgend).
3. Use subprocedure C1 rifsgs to clear the messages stored in the service program’'s arrays and to set their count to zero
4. Use subprocedure Addsg to add a message's text and formatting level (1, 2, or 3) to the senvice program's arrays
5. Use subprocedure GetlisgCntt to refrieve the number of messages currently stored in the service program's arrays. It can be used to
condition calling fiztlsgs.
6. Use subprocedure Wrthisgs to write the messages in the arrays to standard output. If no messages are there, nothing is done.

For examples of using HTML messages, please look at the source of RPG CGI program TEMPLATE.

28


http://www.easy400.net/cgidev2p/dspsrc.pgm?cgiinp01=cgidev2&cgiinp02=qrpglesrc&cgiinp03=template

CGIDEV2 Tutorial

Increment and Edit
Page Counter
(Number of times a
page is visited)

LR

You may maintain and retrieve a counter for the number of times a CGI program of yours is accessed
(a page is visited) by using Mel's service program subpracedure CountP

Read through to learn how to do it

1. File CGICOUNT
File CGICOUNT is used to aptionally score accesses to given CGI pages. You implictly duplicate it
from fbrary cgidev2 to your object (production) fibrary when you use command|

2. Subprocedure countP
Use this procedure to increment and to retrieve the number of times a given page was accessed.

Example:

Jcopy mysrelib/qrpglesre, prototypeh
Jcopy mysrclib/qrpglesre, usec
/copy mysrelib/grpglesre, variables3
..oete. .
* Get updated counter for program "mylib/hellol™ into field "counter"
eval rc = docmd ('OVRDBF FILE (CGICOUNT) +
TOFILE (mylib/cGICOUNT) +
SECURE (*YES) ')
eval counter=countp ('mylib HELLOL ")

o a oo
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_ Retrieve HTTP server
a - environment variables

[@E]

You may refrieve the value set by the server for a particular HTTP environment variable by using Mel's
prototyped procedure GetEnv. This procedure calls QtmhGetEnv API.
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QtmhGetEnv API provides information about the following environment variables:
(for a complee s o the availble emironment eriabes, seeffs pege]

Environment .
) Meaning
variable

AUTH_TYPE If the server supports client authentication and the script is a protected script,
this environment variable contains the method that is used to authenticate the
client. For example: Basic

CGI_ASCII_CCSID  (Contains the ASCII CCSID the server used when converting CGl input data. If the server did
not perform any conversion, (for exampl, in %%BINARY %% mode), the server sets this value
to the DefaultNetCCSID configuration directive value

CGI_MODE Contains the CGI conversion mode the server is using for this request. Valid values are

%EBCDIC%Y%, %%MIXED%%, %Y%BINARY%%, or %%EBCDIC_JCD%% (for more
information, see HTTP Server for AS/400 Webmaster's Guide). The program can use this
information to determine what conversion, if any, was performed by the server on CGl input
data and what format that data is currenty in

CGI_EBCDIC_CCS

D (Contains the EBCDIC CCSID under which the current server job is running (DefaultFsCCSID
on directive). It also represents the current job CCSID that is used during server
conversion (if any) of CGl input data

CONTENT_LENGTH  (When the method of POST is used to send information, this variable contains the number of
characters. Servers typically do not send an end-of-file flag when they forward the information
by using stdin. If needed, you can use the CONTENT_LENGTH value to defermine the end of
the input string. For example: 7034

CONTENT_TYPE When informtion is sent with the method of POST, this variable contains the type of data

included. You can create your own content type in the server configuration file and map itto a
viewer. For example: Application/y-www-form-urlencoded

‘GATEWAY_IN'IERFACE ‘The version of the CGI specification with which the server complies. Format: CGlirevision

‘HTTP_ACCEPT ‘M\ME content types the browser wil accept.

\H‘WP_COOKIE \AII the cookies available to the current page.

HTTP_HOST Contains the HTTP host URL.

Example: www.easy400.net

‘HTFP_REFERER ‘Reference fothe page or frame the current page or frame was inked from

HTTP_USER AGENT  (String idenfying the Web client. Includes name and version of the browser, request made
through a proxy, and other information.

‘IBM_CCSID_VALUE ‘Tne CCSID under which the current server job is running.

PATH_INFO The extra path information following the path information required to idenify the CGI program
name.

PATH_TRANSLATED  (The server provides a translated version of PATH_INFO, which takes the path and does any
virtual-to-physical mapping fo it.

QUERY_STRING Anything that follows the first ? in the request URL. The string is encoded in the standard URL
format of changing spaces to '+" and encoding special characters with ‘Joxx hexadecimal
encoding.

REMOTEADDR [T P addressof the remoe host making e request

‘REMOTE_HOST ‘The hosname making the request.

‘REMOTE_IDENT ‘User 1D of the remote user.

‘REQUEST_METHOD h‘ne method with which the request was made. For HTTP, this is GET or POST.

‘REMOTE_USER If you have a protected script and the server supports client authentication, this environment
variable contains the user name that is passed for authentication
‘SCRIPT_NAME [A virtual path to the program being executed, used for sef-referring URLS.
SERVERADDR The seners P address
\SER\/ER_NAME \The server's hostname, DNS alias, or IP address as it would appear in seff-referring URLS
‘SERVER_PORT ‘Tne port number to which the request was sent.
'The name and revision of the information protocol this request came in with. Format:

‘SERVER_PROTOCOL

protocolrevision

SERVER SOFTWARE  [The name and version of the information server software answering the request (and running

the gateway). Format: name/version.
For example:
BNM-Secure-ICSIAS/400 Secure HTTP Server
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We provide a live example of retrieving environment variables:

+ program retrieves the most common environment variables.

Example: the environment variable SERVER_PROTOCOL

/copy mysrelib/qrpglesre, hspecs

Jcopy mysrelib/qrpglesre, hspecsbnd

* Variables common to all CGIs

Jcopy mysrelib/qrpglesze, prototypeb

/copy mysrelib/grpglesre, usec

Jcopy mysrelib/qrpglesre, variables?

* .etes .

* Server's Protocol

¢ eval §_Protocol =getenv('SERVER PROTOCOL':
C qusec)
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Other environment
variable functions

/IME
@MB
Besides getenv (retrieve environment variable), two more environment variable functions are
avaiable:
1. contlen

This procedure returs as a 4 byte integer the contents of the CONTENT_LENGTH environment
variable. This environment variable contains the number of characters of the input string (query
string) when the POST method is used. Example:

* Variables common to all CGls

/copy mysrclib/grpglesrc, prototypeb

/copy mysrclib/qrpglesrc,usec

/copy mysrclib/grpglesrc,variables3

* ... etc. ...

* Retrieve query string length

C eval inactln = contlen

o

. putenv
Insome circumstances, one may need to change the value of an existing environment variable,
or to create a new environment variable.
This is useful for communication between programs running in the same job, such as your
program and the Net.Data language environment.
Example:

* Variables common to all CGls

/copy mysrclib/grpglesrc, prototypeb

/copy mysrclib/grpglesrc,usec

/copy mysrclib/grpglesrc,variables3

* ... ete. ...

* Set to blank environment variable QUERY_STRING

C callp putenv("QUERY_STRING=":qusec)
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Timing functions

]
=

The following timing functions allow to compute the number of seconds elapsed since a given
moment. They are generally used to compute the response time of a program.

1. TimerStart
Use subprocedure timerStart to start computing the elapsed time.
Example:
* Set timer for calculating execution time
C callp  TimerStart()

1. TimerElapsed

Use subprocedure timerElapsed to receive the number of seconds elapsed since the last
timerStart.

Example:
* Program timing variable
D sec S 15p 6
C eval sec = TimerElapsed()
C callp  updhtmlvar(*runtime®:%editc(sec:"N"))
C callp  wrtsection("runtime")
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IFS subprocedures

[BE

+ ChkIfsObi2: check an IFS object
+ ChkIfsOhi3: check an IFS object
+ LoadStmf: load a stream file

ChkIfsObi2: check an IFS object

Subprocedure chk 1FS0b;j 2 checks whether an IFS object exists and can be accessed. If so, it also returns some
information about it

Note L. This procedure was named chk1FS0hj2 to distinguish it from subprocedure chk1FSObj mede available by
Giovanni B. Perottifor freewarg IFSTOOL)

ChKIFSObj2

+ Checks IFS object's existence and optionally returns its type, size, and error information.

+ No authority to the object is required to use this subprocedure.

» *Xauthorty is required for all subdirectories in the object's path. If this authority is lacking, the object is not
accessible.

+ If the object is found and is accessible, ChilfsObj2 returns *on. Otherwise, it returns *off. See parameters,
below, for more detalls.

+ If you don't care about the object's type or size or error details, all parameters except the first are optional.

Required parameter group:

Returned value: | indicator "on =object exists and can be accessed

roff =object does not exst or cannot be accessed
Parameters: INullterminated string of complete path to the object

1la r)bject type (if sucoessful)
(optional)
10i 0

(optional)
10i 0 Fror number

number of bytes (if successful)

(optional)- if successful, contains 0
otherwise, contains C's error number
2568 Frortext

(optionl)- if successful, contains a zero length string
otherwise, contains the C message text associated with C's error number

Coding examples:
.
D indicator S n
D ifsObj S 256a  inz("/home/joe/x.y")
D objType s 11a varying
D objSize S 10i 0
Dre S 10i 0
D errText s 256 varying
C eval indicator = ChkIfsObj2(%trim(ifsobj):
C objType:objSize:
C re:errText)
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* if you only want to find out if the object is accessible
eval indicator = ChkIfsObj2("/home/joe/x.y")
* if you also want the object's type

C eval indicator = ChkIfsObj2("/home/joe/x.y":
C objType)

* if you also want the object's size

C eval indicator = ChkIfsObj2("/home/joe/x.y":

objType:objSize)
* if you also want C's erro & description when a failure occurs
C eval indicator = ChkIfsObj2("/home/joe/x.y":
C objType:objSize:
C rc:errText)

ChkIfsObi3: check an IFS object

Subprocedure chk IFSObj3 checks whether an IFS object exists and can be accessed. If so, it also returns more
information about it than subprocedure chkifsObj2.

ChKIFSOBj3

» Checks IFS object's existence and optionally returns its type, size, creation timestamp, codepage, CCSID and
error information.

+ No authority to the object is required to use this subprocedure.

+ *X authority is required for all subdirectories in the object's path. If this authority is lacking, the object s not
accessible.

+ If the object is found and is accessible, ChklfsObj2 returns *on. Otherwise, it returns *off. See parameters,
below, for more details.

+ If youdon't care about the object's type, size, creation timestamp, codepage, CCSID or error detals, all
parameters except the first are optional.

Required parameter group:

Returned value: indicator *on =object exists and can be accessed
off =object does not exist or cannot be accessed
Parameters: INullterminated string of complete path to the object
11a |object type (f successful)
(optional)
10i 0
(optional)
z
(optional)
5u 0
(optional)
5u 0
(optional)
10i 0
(optional)

number of bytes (if successful)

creation timestamp (if successful)

icodepage (if successful)

(CCSID (if successful)

lerror number

- if successful, contains 0

- otherwise, contains C's error number

error text

- if successful, contains a zero length string

- otherwise, contains the C message text associated with C's error number

256a
(optional)

Coding examples:
.
D indicator S n
D ifsObj S 256a  inz("/home/joe/x.y")
D objType S 11a varying
D objSize S 10i 0
D objCrtStap s z
D objCodepage s 5u 0
D objCCSID s 500
Drc S 10i 0
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errText S 256a  varying
eval indicator = ChkIfsObj3(%trim(ifsbj):
objType:objSize:
objCrtStanp:
objCodePage:0bjCCSID:
re:errText)

cCooco oo

* if you only want to find out if the object is accessible
C eval indicator = ChkIfsObj3("/home/joe/x.y")
* if you also want the object"s type

C eval indicator = ChkIfsObj3("/home/joe/x.y":
C objType)

* if you also want the object's size

C eval indicator = ChkIfsObj3("/home/joe/x.y":
C objType:objSize)
* if you also want the object’s creation stamp
C eval indicator = ChkIfsObj3("/home/joe/x.y":
c objType:objSize:
C objCrtStamp)

* if you also want the object’s codepage

C eval indicator = ChkIfsObj3("/home/joe/x.y":
C objType:objSize:
C objCrtStamp:

C objCodepage)

* if you also want the object’s CCSID

C eval indicator = ChkIfsObj3("/home/joe/x.y":
C objType:objSize:

C objCrtStamp:

C objCodepage:CCSID)

* if you also want C*s errno & description when a failure occurs

C eval indicator = ChkIfsObj3("/home/joe/x.y":
C objType:objSize:

C objCrtStanp:

C objCodepage:CCSID:

C rc:errText)

LoadStmf: load a stream file

Subprocedure loadStreanFi le loads a stream file in memory.
This may be useful when the stream file data must be processed. An example could be writing the stream file data
o the html output buffer through the wrtNoSection subprocedure.

Warnings:

1. Stream files exceeding the 16 MB size (16,776,704 byte) cannot be loaded in memory.
2. The user program is responsible, after calling this subprocedure, for releasing the memory dynamically
acquired by the subprocedure (see the example below).

Required parameter group:

Retur code: 0= successful operation

-1=IFS object not found

-2 = not a stream file

-3 = stream file size is 0

-4 = sfream file size exceeds 16 Mb

-5 = cannot allocate memory

-6 = stream file cannot be opened

Input parameters: + Stmf: path and name of the stream file

+ DafaType:
o BIN- donot perform any CCSID converstion, take the data as they are
o TEXT - convert the data to the CCSID of the job
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Output parameters: |+ DataLength: length of stream file data
+ DataPointer. pointer to the memory area containing the stream file data

Example:

D stnf S 1024 varying

Drc S 10i 0

D datalength s 10i 0

D dataPointer s *

D data S 1000  based(dataPointer)
[free

stnf="/cgidev/conf/httpd.conf";

re=LoadStreanFile(stmf: "TEXT" :Datalength:DataPointer);

if re=0;
// ... process the strean file data in memory, pointed by "dataPointer” ...
dealloc(n) DataPointer; // release the allocated memory

endif;

return;
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IFS commands

EIE

+ SRCTOSTMF: Convert source member to stream file
+ CVTSTMFCCS: Convert stream files CCSID

Command SRCTOSTMF: Convert source member to stream file

This command converts one or more members of a source physical file to stream
fles.

Convert source mbrs to stmf's (SRCTOSTMF)
Type choices, press Enter.

Fromfile . ...o oo v s FILE Name
Library: oo oo *CURLIB__ Name, *LIBL, *CURLIB
Member name . . . ... ... MBR Name, generic*, *FIRST, *ALL
To IFS directory . v o v v v s DIR
ToCSID . oo (CSID *J0B___ Nunber, *JOB
To extension . . v v o v v v EXT  *NONE_ Character value

Figure 1 - Command CGIDEV2/SRCTOSTMF

o FILE (From file) - Name of the source physical file containing the members to be converted to stream
files.
o MBR (Member name) - One of the following:
o The name of the member to e converted
o A generic member name (example: ROS)
o “FIRST, the first member of that source file
o *ALL, all the file members
Member names are used for the names of the converted stream fles,
o DIR (To IFS directory) - Name of the IFS directory for the converted stream files,
o CCSID (To CCSID) - CCSID to be assigned to the converted stream files.
o EXT (to extension) - Extension to be added to the names of the converted stream fies.

cgidev2.easy400.neticgidev/tmilexhibiw him?s=0.303233454892558 15 112
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17108122, 18:28 IFS commands

Command CVTSTMECCS: Convett stream files CCSID

This command converts one or more stream files (having the CCSID attribute value
specified in parameter FRMCCSID) - of a given IFS directory - to the CCSID

specffied in parameter TOCCSID. Depending on the value specidied in parameter
OPTION, the conversion is performed

+ gither only for the CCSID attribute
+ or for the CCSID attribute and the data CCSID

Convert stream files CCSID (CVTSTMFCCS)

Type choices, press Enter.

IFS directory .o v v v v DIR

Stream file (generic) name . . . STMF

From CCSID & & v 0w v v w v FRMCCSID Number, *ANY
ToCSID v v v v v v T0CCSID Nunber
1=just attribute, 2=also data . OPTION ~ 2__ 1,2

Figure 2 - Command CGIDEV2/CVTSTMFCCS

o DIR (IFS directory) - IFS directory containing the stream files to be processed.
o STMF (Stream file (generic) name) - The siream file(s) to be processed. Please specify:
o Either the name of a single stream file: just that stream file will be processed.
Example: report20220823.¢t .
o Ora generic name to process only the stream files matching the specified generic name,
Example: report2022* .
o Or"ALL to process all the stream files of the directory specified in parameter DIR .
o FRMCCSID (From CCSID) - The CCSID external attribute that a stream file (in directory DIR) must have
In order to be selected for undergoing the conversion.
Enter *ANY if you want all the stream files in directory DIR be processed whatever value their CCSID
attribute is,
+ TOCCSID (To CCSID) - The CCSID stream files (in directory DIR) must be converted to.
o OPTION (1=just attribute, 2=also data) - Select one of the following:
o 1- Only the external CCSID attribute wil be changed.
(Note that usually the external CCSID attribute must match the data aftribute, in order to allow
correct representation of the data and to process the proper data strings. The convertion
performed is the same you would obtain by using command
CHGATR 0BJ(...) ATR(*CCSID) VALUE(...).
o 2 (defautt value) - Both the external CCSID attribute and the data CCSID will be changed to the
value specified in parameter TOCCSID.
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Uploading PC files

[

OnMay 20, 2009, CGISRVPGM?2 subprocedure zhbGetinput() has been added the abilty to upload
PC files.

The work was done by Ron Egyed, RJE Consulting Inc, New Port Richey (FL), U.S..
The way this feature works is very simple:

o If a <form ...> includes the parameter enctype="multipart/form-data’", it can upload PC files.

+ Anice way to et the user browse the PC an pick up the file to be uploaded is that of using
<input type="file" name="namexxx" size="..." device="files">
where namexxx is a name of your choice.

+ When the form is submitted, a copy of the PC file is sent to the HTTP server

+ As soon as the CGI program runs subprocedure zhbGetinput(), the file is uploaded to IFS
directory /tmp

» Subprocedure zhbGetinput() provides twa input variables that can be received by
subprocedure zhbGetVar():

o the first, named namexxx, contains the name of the PC file (e.g. mytext.x{).

Note. Usually browsers, when uploading a file to a server, transfer just the PC file
name, not ts path. This is done for security reasons. However, some browser may also
transfer the file path, which would then be shown in this variable (e.g. C:\mypath
\mytext &) This is for instance done by Internet Explore when the following option is
enabled (default case): Tools-> Internet Options-> Security-> Customized level->
Include local path during a file upload to a Server.

o the second, named namexxx_tempfile, contains the path and the name of the IFS file
uploaded from the PC file. Files are always uploaded to IFS directory /tmp and are
assigned unique names (e.g. /tmpimytext_395935_20110128094216294000.5¢ ). It is
then up to the CGI program to rename the uploaded stream file and to move it to the
appropriate IFS directory.

Please note that namexxx is the name you have assigned to the input variable in your form.
+ The CGI program is of course able to receive via subprocedure zhbGetVar() any other input
parameter sent from the form.

A sample program taking advantage of the file-upload feature is the ILE-RPG CGl program
CGIDEV2/UPLOAD.
Torun it

To display its source}
To display its external HTML

For more details on ths technique, take alook at the Easy400 FUPLOAD uilty,

Validating a file upload request

Though the abilty to upload files sounds great, there might be a need to restrict it to some users or to
some file types (extensions).

There are two ways to perform such a validation:
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1. Client validation

In principles, this is the best approach, as the validation process takes place on the client and
is immediate. What you need is some JavaScript function validating the file to be uploaded.
This Javascript function must then be made available in the external HTML of your upload
program.
The only validation that makes sense on the client side is on the extension of the file to be
uploaded.
As an example, the external HTML of CGl programlCGIDEV2/UPLOAD|contains a JavaScript
validation function named kalidateExlension | This function works on three arguments:

a. the name of the file to be uploaded

b. a constant (possible values 'yes' or o) teling whether extension validation should take

place

¢. anarray of allowed extensions
Parameters b) and c) should be customized according to the installation needs. However, as
this may be an hazard, a special command - cgidev2/updalwext - has been developed to
customize these parameters, which are then set in the script from program UPLOAD as output
variables.

2. Server validation
Afile upload goes through two stages:

a. The PC file(s) are trasmitted to the server along with any other input field. This is done
by the HTTP server.

b. The application program (the CGI program) takes care of receiving the input variables
and the input file(s). This occurs when CGIDEV2/CGISRVPGM2 subprocedure
ZhbGetInput() is invoked. Usually ZhbGetInput() would copy the input file(s) to IFS
stream file(s) in directory /tmp.

However, before creating an IFS stream file, subprocedure ZhbGetInput() checks
whether an Exit Point Validation User Program is available and, if so, asks it to validate
the file.

u [f the validation is successful, the PC fil is uploaded to an IFS stream file.

u [f the validation fails, no IFS stream file is created, the name of the file is

returned as
*x NOT VALIDATED ***

and an error message is written to the CGIDEBUG fie.
What you could then do is to write such a Validation User Program and make it available for
the appropriate Exit Point. This is how you do it:
i. Writing the upload validation program
1 The validation program receives two parameters, the qualified name (path, file
name and extension) of the IFS stream file to be created and a retum code:

D UPLOADVAL pr

D filenane 1024 varying
D retcode 10i 0

D UPLOADVAL pi

D filename 1024 varying
D retcode 10i 0

1 Avalue 0 (zero) of the retum code means that the PC file passed the validation,
a value -1 means that the validation was not passed (failed).

1 Most sensitive items for validation are the file extension and the user name (the
user name, to be available, requires user validation through the appropriate
HTTP directives).

1 The validation program could as well retum a different qualified name for the IFS
stream file to be created.

® As an example, you could look at program CGIDEV2/UPLOADVAL,
to display its source. Please note that this validation program accepts only files
with extension csv.

ii. Making the upload validation program available to the
Exit Point
1. Run command cgidev2/updexitp. The following screen appears:

Update Exit Points
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Type option, press Enter.
2=Change

Exit point User program
_ FILE-UPLOAD-001

F3=End

. Type 2 in front of the F1LE-UPLOAD-001 ext point name to receive the

following screen:

Update Exit Points

Exitpoint . . . ... .. FILE-UPLOAD-001
User program . . . . . ..
Library ... ... ..

F3=End F12=Cancel

Then type the name and the library name of your upload validation program.
Just as an example you could specify program CGIDEV2/UPLOADVAL.

We suggest to create your own file upload validation program in some library of
yours.

Never change CGIDEV2 programs, nor develop objects in fiorary CGIDEV2:
when installing the next CGIDEV2 release your changes would disappear.
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SRs] Sending a stream file to
j . the browser
m (download a stream file)

[AMB

On Dec 30, 2012, CGISRVPGM2 has been added subprocedures DspStmf{) and
DniStmf{(). Both procedures are sending a specified stream file to the browser, but
are slightly different.

+ Subprocedure DspStmf{) (Display a stream file) leaves to the browser the
decision whether to display or to download the stream file. Usually a browser
decides to display a stream file if it has a pluging to do it (as an example,
Internet Explorer has a pluging to display a PDF), otherwise it downloads the
stream file (asks the user whether to open the stream file with the appropriate
program or to save it).

+ Subprocedure DnIStmf{) (Download a stream file) forces the browser to
download the stream file (the browser asks the user whether to open the
stream file with the appropriate program or to save it).

+ The extension of the stream file to be displayed can be any of the ones
supported by the WEB browser(examples: .htm, .html, .txt, .jpg, .png, Xis,
Xisx, .doc, .docx, .pdf, ...)

+ The stream file displayed by procedure dspstmf{) can be already existing or
dynamically created by the CGI program ( example: through procedure
WrtHtmIToStmf{) )

+ one significant advantage could be that the URL of the stream file is not
displayed, as just the url of the CGI program shows up.

Coding examples:

D xstmf S 1024 varying
D rc s 10i @

/free

xstmf="/cgidev/favicon.ico";
rc=DspStmf (xstmf);

/1 OR

rc=DnlStmf (xstmf);

// rc is @ when successful, -1 when failed

In case of failure, check the joblog and/or the CGIDEBUG file for a detail error
message.

You may try CGI program{stmfToBrow|which takes advantage of subprocedures
DspStmf and DniStmf.

Note - Since March 13, 2016 procedures DspStmf{) and DniStmf{) can handle
stream files even larger than 16 MB.
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CGI debug file

LR

In debugging your CGI programs you may it cases where you would need to see how

o input string to your program
o HTML output from your program

ook like.

InMel's service program facilties exist to trace input/output himl and here is how you can implement
them to debug your CGI programs.

1 File CGIDEBUG

Mel's service program may trace the input string and the response html on a file named CGIDEBUG.
You implicily duplicate it from fibrary cqidev2 to your object (production) liorary when you use

command
2. Start/Display/End CGIDEBUG

+ Yousstart himl trace with command
mylib/CGIDEBUG ACTION(*ON)

+ You display html trace with command
mylib/CGIDEBUG ACTION(*DSPDATA)

+ You end html trace with command
mylib/CGIDEBUG ACTION(*OFF)

» You clear html trace with command
mylib/CGIDEBUG ACTION(*CLRDATA)

Warning
At the end of your debugging session you must remember to end your html trace. If you leave the
trace on, sooner or later you wil fil up file CGIDEBUG, and your CGI willstart bumping out!!

3. Clear the CGIDEBUG file

You may need to clear the CGIDEBUG files from time to time. You cannot use the clrpfi
command, because these files are locked by the HTTP server.
You should instead use command
cgidev2/cgidebug *CLRDTA or
cgidev2/clrdebug (use F4 to specify the ibrary name)
after adding CGIDEV2 to the fbrary list.

Atip
CGIDEBUG s far from being your ulimate debugging facilty for CGls. Please read page

ebugging g

45



CGIDEV2 Tutorial

Debugging functions

Lt

If you decide to use the CGl file debug trace facilties, you may find usefull some Mel's service program
functions that allow your CGI's to write their own specific pieces of information to this file.

The following procedures are available for use in your CGI programs (use opcode callp to invoke them

1. isdebug
returns a 1-char value to indicate whether debugging is on ('1') or off ().

2. wrtdebug
writes into the debugging physical file, CGIDEBUG, the text passed to it as a parameter.
WRTDEBUG is used by several of the service program's subprocedures. You can use it, as desired.
No output is generated unless debugging output has been tumed on by the CGIDEBUG *ON
command or the optional parameter, force, has been set to *ON.

3. wrtjohdbg
writes the qualfied job name, current date, and current time into the debugging file.

4. wrtpsds
receives the program status data area and unconditionally writes it in a formatted manner into the
debugging file.

5. SetNoDebug
turns off all conditionally or unconditionally debugging, thus improving the performance of a CGI.

Examples

/copy mysrclib/qrpglesrc,hspecs
[copy mysrclib/grpglesre, hspecsbnd
* Variables common to all CGls
/copy mysrclib/qrpglesre, prototypeb
/copy mysrclib/grpglesrc,usec
/copy mysrclib/grpglesre,variables3
* ... ete. ...

* Example of using

* wrtdebug(text:force)

C callp  wrtdebug(Pgname +
C * execution time (seconds) * +
C Wtrim(heditw(sec:* 0. ")):*on)

* Example of writing qualified job name to debug file.
*Note that the force parameter is set to *on

C callp  wrtjobdbg(*on)

&nspp;* Example of sending psds data to cgidebug physical file
C callp  wrtpsds(psds)

In'your CGI programs you may use a program status data structure and a program status subroutine
to trap program status error and to

+ notfy the client user that an error has occurred
+ use function wrtpsds to format and write the contents of the program status data structure to the
CGIDEBUG fie.

See how this is implemented in program CGIDEV2/TENPLATE.
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F infsr(*pssr)

* Prototype definitions and standard system API error structure
/copy cgidev2/qrpglesrc,prototypeb

/copy cgidev2/qrpglesrc,usec

* For progranm status data structure and program status subroutine

D psds sds

D psdsdata 429

D pssrswitch S 1 inz(*off)
D wrotetop S 1 inz(*off)
*

* Progran status subroutine

C  *pssr begsr

* If have already been in pssr, get out to avoid looping

C if pssrswitch=*on

C eval *inlr = *on

C return

C endif

* Set on switch to indicate we've been here

C eval pssrswitch=*on

* \irite HTML sections (top if not already done, pssr, and *fini)
C if wrotetop=*off

C callp  wrtsection(“top”)

C endif

C callp  wrtsection("pssr endhtml *fini")

* Send psds data to cgidebug physical file

C callp  wrtpsds(psds)
C eval *inlr = *on
C return

C endsr

47



CGIDEV2 Tutorial

Data conversion
functions

HLE

Mel's service program includes several data conversion functions you may take advantage from.

You may find examples about these functions by scanning through PDM the source file QRPGLESRC in fiorary
CGIDEV2.

A. Conversion procedures from modul
1. Subprocedure char2hex converts a character string to its hexadecimal representation.
2. Subprocedure hex2char converts a character string in hexadecimal format to its character

representation.
Subprocedure chknbr accepts a character string and an optional parameter specifying the maximum
number of digits to the left of the decimal point. Addtional optional parameters are available to request
that any errors found should be formatted as messages and added to the service program's message
arrays, the text that should be used to describe the field in the messages, and whether a message
should be sent if the field's value is less than zero.
Chknbr returns a structure containing seven indicators. The indicators and their meaning when *on are:

1. one or more errors occurred

2. non-numeric characters (includes minus sign in wrong place)

3. multple decimal points

4. multple signs (both leading and traing)

5. zero length input or no numeric characters

6. too many digts to the left of the decimal point

7. o errors, but value is less than 0.
Note 1. Indicator 7 *on does not set indicator 1 *on.
Subprocedure c2n converts a character string to a floating point number. It is recommended that you
check the string with chknbr before calling c2n.
Subprocedurec2n2 converts a character string to a packed 30.9 number. c2n2 performs faster than
c2n and has none of c2n's floating point precision problems. Therefore, it is recommended that you use
¢2n2 instead of c2n. Itis recommended that you check the string with chknbr before caling ¢2n2.
Subprocedurexlat WCCSIDs uses CCSIDs to translate variable length strings up to 32767 characters
in length.
If optional parameters fromCCSID and toCCSID are specffied, they are used for the translation.
Otherwise, translation between ASCII and EBCDIC is performed using the CCSIDs found in the
CGI_EBCDIC_CCSID and CGI_ASCII_CCSID environment variables. Input parameter, toebcdic, is
used to determine whether translation is from ASCII to EBCDIC (*on) or from EBCDIC to ASCII (*off).

139
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Subprocedure uppify converts all the characters in a string to upper case.
An optional CCSID parameter may be used to support non-english language characters.
Examples:

D cesid 10i 0

* If you want the best possible performance and the

* English language characters are sufficient, do

* not use the CCSID parameter.

C eval charstring = uppify(charstring)

* To convert to uppercase a non-english language

* character string, you must pass the correct CCSID

* as second parameter.

* This takes 2 times as long as using no CCSID.

* For instance, if the character string is in swedish language:
C eval ccsid = 278

C eval charstring = uppify(charstring:ccsid)
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* A value 0 for the CCSID parameter instructs the uppify
* procedure to use the job CCSID.

* This takes 3 times as long as using no CCSID.

C eval charstring = uppify(charstring:0)

8. Subprocedure lowfy converts all the characters ina string to lower case.
An optional CCSID parameter may be used to support non-english language characters.
Examples:

D cesid 10i 0

* If you want the best possible performance and the

* English language characters are sufficient, do

* not use the CCSID parameter.

C eval charstring = lowfy(charstring)

* To convert to uppercase a non-english language

* character string, you must pass the correct CCSID

* as second parameter.

* This takes 2 times as long as using no CCSID.

* For instance, if the character string is in swedish language:
C eval cesid = 278

C eval charstring = lowfy(charstring:ccsid)
* A value 0 for the CCSID parameter instructs the uppify

* procedure to use the job CCSID.

* This takes 3 times as long as using no CCSID.

C eval charstring = lowfy(charstring:0)

B. Conversion procedures from module]XXXDATA

o When using the GET method to send input to a CGI program, non-alphanumeric characters in the
query string must be replaced by so called "escape sequences'.
An escape sequence is made of
1 an escape character "%"
u followed by two characters which represent the hexadecimal value of the corresponding ASCII
character.
For instance, if the query string contains the following input
cusname=Van der Meer
then each of the two spaces in "Van der Meer" must be replaced by the escape sequence %20 (as the
ASCII representation of a space character is X20').

The toal to replace non-aplhanumeric characters with the corresponding escape sequences is

subprocedure UrlEscSeq:

D inpString S 32767 varying

D outString S 32767 varying

*

C eval outString=UrlEscSeq(inpString)

A'trim right" indicator can be optionally passed to subprocedure UrlEscSeq.
If itis not passed, or if it is passed and itis *on, the input string is trimmed right before being

processed.

If it is passed and itis *off, the input string is not trimmed right (trailing blanks are converted to escape
sequences %20):

D inpString S 32767 varying

D outString S 32767 varying

D trimRightind s n

[free

trinRightind=*off;
outString=UrlEscSeq(inpString:trimRightind);

Youmay use CGI program|TSTESCSEQ|to display the resutt of converting an input string to an output
string containing escaped sequences. In this example, the input string is trimmed right before being
processed.

o Subprocedure UrlUnEscSeq may be used to convert back a string containing escape sequences, for
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instance to convert the string "Van%20der%20Meer" to "Van der Meer"

D inpString S 32767 varying

D outString S 32767 varying

*

C eval outString=UrlUnEscSeq(inpString)

C. Conversion procedures from modul

o When displaying database fields in a HTML page, it may happen that some data containing special
HTML characters are interpreted as HTML tag delimiters thus generating ununderstandable strings. On
the other way, multiple consecutive blanks in a field are displayed as a single space, which in some
cases may be unappropriate.
The following three subprocedures allow to convert special characters and blanks into their
corresponding HTML character entities, in order to display field data exactly as they are on databases.
Al procedures require

u the input and the ouput fields be defined with varying length not exceeding 32767

1. Subprocedure encode
converts the following special characters to their HTML entity equivalents:

" isconverted to &quot;
& isconvertedto 8amp;
< isconverted to &t;
> isconverted to 8gt;

2. Subprocedure encodeBlanks
converts blanks to non-breaking spaces (&nbsp;).
This procedure is an alternative to use the traditional HTML tags <pre> and </pre>.

Examples:

D VarQutput S 1000 varying

read record;

dow not Yeof;
VarOutput=4trinr(recordField);
VarOutput=Encode(VarQutput);
VarQutput=EncodeBlanks(VarQutput);
updhtnlvar(“htnlvar®:VarOutput);
wrtsection(*TableRow");
read record;

enddo;

[fend-free

[free
read record;
dow not Yeof;
updHtmIVar(*htmlvar® :EncodeBlanks(
Encode(trinr(recordField))));
wrtsection(*TableRow");
read record;
enddo;
[end-free

3. Subprocedure encode2
allows to translate special characters to their corresponding named entities as documented in a
user specffied stream file. If not provided, the stream file defautts to /cgidevexthml
/encod2arr.txt.
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Required parameter group:

returned65528 char max, [iput string with special characters

value: lconverted to HTML named entities

inputs: | 1891 char max, jput string with special characters

fo be converted to HTML named entiies

10i0, return code: | 0 =successful

-1 =file error. Could be any of the following:

0. file not found

0. file not accessible (authority, etc.)

0. file empty

0. file contains no valid records
(at run time, a detailed message is sent
to the CGIDEBUG debugging file)

256 char max, entities" stream file, the file that contains the arrays
(optional) of characters and character enties.

If omitted,

fie /cgidevexthtml/encode2fil. txt is used.

Note 2. Click here to display stream file /cgidevexthtnl/encode2fil. txt .

Note 3. Click here to run CGI dspencade?. This program uses procedure encode? to test an
"entity" stream file.

Note 4. To customize the arrays:

1 Never modify, move, or rename the default stream file /cgidevexthtml
fencode2fil .txt.
1 Copy the defaul stream file to an IFS file of your own.
u Make sure QTMHHTP1 has *RX authority to your file.
1 Modffy your file:
1 Record format, one record per fine
» Comment records:
1 positions 1-2 must be //
1 Data records:
1 Position 1 = the character to be encoded
1 Positions 2 - 9 = the character enty to be substituted for the character. If
these positions are blank, the record is ignored.
1 Remainder of record = blanks or comments
1 Use your file in the EntitiesFile parameter.

Coding examples:

D inputString s 1891 varying
D outputString s 65528 varying
D dftFile S 256

Drc S 10i 0 inz(0)
[free

dftFile="/cgidevexthtnl/encode2fil . txt";
outputString=encode2(inputString:rc:dftFile);

1
fend-free

* Passing a literal

C eval result = encode2("*:rc)
* Passing a varying field.

C eval vfield = **

C eval result = encode2(vfield:rc)

* Passing from a fixed length field

C eval ffield = **

C eval result = encode2(¥trinr(ffield):rc)

* Passing an expression
C eval result = encode2("abc® +
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C Ytrinr(ffield) +
C vfield + "xyz":rc)

D. Conversion procedures from modul
o Subprocedure CviStg (Convert String) can be used to convert a memory string from one CCSID to
another CCSID. For instance you could convert a memory string from CCSID 1208 (Unicode, UTF-8
Level 3)to CCSID 37 (EBCDIC USA, Canada, Netherlands, Portugal, Brazl, Australia, New Zealand).
This is how you use it:

* "InpCCSID" is the CCSID of the input string

* (the string to be converted)

* "InpBufP" is a pointer to the input string

* "InpBufLen” is the length on the input string

* "0utCCSID" s the CCSID of the output string

* (the string to receive the converted value)
* "OutBufP" is a pointer to the output string

* "OutBufLen” is the length of the output string

* (this length must be large enough

* to contain the converted value)

* "OutDtalen” is the length of the converted value
* once it is converted in the output string
D InpCCSID S 1000

D InpBufP S *

D InpBufLen S 10u 0

D OutCCsID S 100 0

D OutBuf? S *

D OutBufien S 100 0

D QutDtalen S 10u 0

[free

// Convert a menory string from CCSID 1208 to CCSID 37

InpCCS1D=1208;

QutCCSID=37;

CvtStg(InpCCSID: InpBufP: InpBufLen;
QutCCSID:QutBufP:OutBufLen:OutDtalLen);

1410912011 22:22
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Execute a command

using DoCmd subprocedure

EAMB

This subprocedure allows an RPG-ILE program to run a CL command.

Example: Override a database file via DOCMD subprocedure

* Variables common to all CGIs
/copy mysrclib/qrpglesrc,prototypeb
/copy mysrclib/qrpglesrc,usec

/copy mysrclib/qrpglesrc,variables3
*

..oete. .

* Override database file CTRDVY
C eval rc = docmd('OVRDBF FILE(CTRDVY) +
C TOFILE(CGIDEV2/CTRDVY) +
4 SECURE(*YES) OVRSCOPE(*J0B)"')

* ..oeten

C eval rc = docmd('DLTOVR CTRDVY LVL(*J0B)")
Note

On return from docmd, variable re (return code) contains

¢ 0, if the command was executed
¢ 1, if the command failed.

Another way of assigning database files is that of of having the CGI program setting
up a temporary library list using the environment variable

QIBM CGI LIBRARY LIST, see the bottom of this page.

Use subproc set this environment variable.
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Encrypt & Decrypt

4vE

CGIDEV?2 provides tools for encrypting and decrypting character strings and IFS stream files.

A Character strings
i. Procedures
u Encrypt() - Encrypt a character string
u Decrypt() - Decrypt a character string
8. Stream files
i. Procedures
1 EncryptStmf{) - Encrypt a stream file
u DecryptStmf() - Decrypt a stream file
ii. Commands
1 ENCRYPTF - Encrypt a stream file
8 DECRYPTF - Decrypt a stream file

Note 1 - All these tools need an "encryption key" character string be specified. To decrypt an item, the
"key" used to encrypt it must be specified.

Note 2 - The encrypted string is twice as long the original string. This is because the encrypted data
are represented in hexadecimal characters (2 hex chars per byte). This hexadecimal data
representation is quite independent from the its CCSID.

Note 3 - The job performing the decryption must run with the same CCSID as the job which performed
the encrypt. When these jobs run with CCSID 65535, their default CCSID s used.

1.Encrypt() procedure
Use this procedure to encrypt a character string.
Parameters:

i first call indicator - It must be mandatorily setto *ON in the first procedure call, thus
enabling the "encryption key" to be stored for further calls. The procedure sets it to *OFF
at the end of the first call. It must stay *OFF in all further procedure calls.

il. encryption key, character string, up to 16,000 chars

il input string to be encrypted, max 16,000 chars
The oufput encrypted string is twice as long.

* "Encrypt" procedure prototype

D Encrypt pr 32000 varying

D FirstCalllnd n

D EncryptKey 16000 varying const options(*varsize)
D StringIn 16000 varying options(*varsize)

* EXAMPLE:

*D FirstCalllnd s n

*D EncryptKey B 16000 varying

*D StringIn s 16000 varying

*D StringOut H 32000 varying

* [free

¥ FirstCallInd=*on;

¥ EncryptKey='GuessIt';

¥ StringIn='OpenSesami';

¥ StringOut=Encrypt (FirstCalllnd:EncryptKey:StringIn);




CGIDEV2 Tutorial

2. Decrypt() procedure
Use this procedure to decrypt a character string previously crypted with procedure Crypt(.
Parameters:

i first call indicafor - It must be mandatorily setto *ON in the first procedure call, thus
enabling the "encryption key" to be stored for further calls. The procedure sets it to *OFF
atthe end of the first call. It must stay *OFF in all further procedure calls.

il encryption key, character string, up to 16,000 chars

il input string to be decrypted, max 32,000 chars
The output decrypted string is half as long.

* "Decrypt" procedure prototype

D Decrypt pr 16000 varying

D FirstCalllnd n

D DecryptKey 16000 varying const options(*varsize
D StringIn 32000 wvarying options(*varsize

* EXAMPLE:

*D FirstCalllnd
*D DecryptKey
*D StringIn

*D StringOut

* [free

¥ FirstCallInd=*on;

¥ DecryptKey='GuessIt';

¥ StringOut=Decrypt (FirstCallInd:DecryptKey:StringIn);

Seelthis sample program

3. EncryptStmf() procedure
Use this procedure to encrypt a stream file.
Parameters:
i. encryption key, character string, up to 16,000 chars
il input stream filg path (the one to be encrypted)
il output stream file path (the encrypted version of the input stream file).
This stream file does not have to already exist. If already existing, itis deleted, then re-
created.
Itis assigned the same CCSID of the input strear file.
Its data size wil be twice the data size of the input stream file.

n
16000 varying
32000 varying
16000 varying

w » ow v

* "EncryptStnf" procedure prototype

D EncryptStmf pr 101 0

D EncryptKey 16000 varying const options(*varsize
D StmfIn 512

D Stmfout 512

* EXAMPLE:

¥ Drc 5 1010

* D EncryptKey H 16000 varying
* D Stnfln H 512

* D StmfOut H 512

¥ [free

* EncryptKey="NeverGuess';

* StmfIn="/cgidev/html/sonnet29.txt';

* StmfOut='/tmp/sonnet29crypted. txt';

* re=EncryptStmf (EncryptRey:StmfIn:StmfOut);

4. DecryptStmf() procedure
Use this procedure to decrypt a stream file previously crypted with procedure CryptStmf).
Parameters:
i. decryption key, character string, up to 16,000 chars
il input stream file path (the one to be decrypted)
il output stream file path (the decrypted version of the input stream file).
This stream file does not have to already exist. f already existing, it is deleted, then re-

55


http://cgidev2.easy400.net/cgidev2p/dspsrc.pgm?cgiinp01=cgidev2&cgiinp02=qrpglesrc&cgiinp03=cryptstr

CGIDEV2 Tutorial

created.
Itis assigned the same CCSID of the input stream file.
Its data size will be half the data size of the input stream file.

* "DecryptStmf" procedure prototype

D DecryptStmf pi 1010

D DecryptKey 16000 varying const options(*varsize)
D StmfIn 512

D StmfOut 512

* EXAMPLE:* D rc s 10i 0
* D DecryptKey H 16000 varying
* D Stnfln s 512

* D StmfOut H 512

¥ [free

* DecryptKey='NeverGuess';

* StmfIn='/tmp/sonnet29crypted. txt';

* StmfOut="/tmp/sonnet29decrypted. txt';

* re=DecryptStmf (DecryptKey: StmfIn:StmfOut);

See Jhis sample program

5. ENCRYPTF (Encrypt stream file) command
Use this command to encrypt a stream file.
This command calls procedure EncryptStmf() to perform its job.

Encrypt a stream file (ENCRYPTF)
Type choices, press Enter.

Stream file to be encrypted . . STMF

Encrypted stream file . . ... TOSTMF
Encryption key . . . . . .. . KEY
Display TOSTMF . . . . . . . .. DSP o *YES, *NO

o Stream filg to be encrypted (STMF) - Path and name of the stream file to be crypted.

o Encrypted stream file (TOSTMF) - Path and name of the encrypted stream file that is to
be created.
If this stream file alreaxdy exists, tis deleted and re-created.
This stream file is assigned the same CCSID of the original stream file.

o Encryption key (KEY) - A character string of up to 50 characters. This string is used to
perform the encryption of the stream file.
This "encryption key" must be retained as it is needed to decrypt the stream file.

o Display TOSTMF (DSP) - Whether the encrypted stream file should be displayed.

6. DECRYPTF (Decrypt stream file) command
Use this command to decrypt a stream file previously created with procedure Cryptstmf{) or with
command CRYPTF.
This command calls procedure DecryptStmf() to perform its job.

Decrypt a stream file (DECRYPTE)
Type choices, press Enter.

Stream file to be decrypted . . STMF

Decrypted stream file . .. .. TOSTMF
Decryption key . . . . . .. . KEY
Display TOSTMF . . . . . . . .. DSP o *YES, *NO
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o Stream filg to be decrypted (STMF) - Path and name of the stream file to be decrypted.
o Decrypted stream file (TOSTMF) - Path and name of the decrypted siream file that is to
be created.
If this stream file alreaxdy exists, itis deleted and re-created.
This stream file is assigned the same CCSID of the encrypted stream file.
o Decryption key (KEY) - A character string of up to 50 characters. This string is used to
perform the decryption of the stream file and must be the same used to encrypt it
o Display TOSTMF (DSP) - Whether the decrypted stream file should be displayed.
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Write HTML to a

stream file
(Dynastatic pages)

@a

—

There may be cases, where a page created from a CGI (dynamic page)

+ s frequently accessed
+ requires some relevant processing, thus providing a rather long response time
+ and its contents may change at unpredictable times

Examples of such cases could be:

» our page about "our subscribers per country”
+ many other stafistics pages

One interesting way to serve such requests s to have some dynamic processes generating static
pages:

o User response is much faster
» computer load much lower

+ the generation of a static page may be triggered by an event or scheduled at a regular time
interval

Implementing such a process is quite easy: you have to write a batch program similar to a CGI and
gear it to some event or schedule.

Here is how you may write such a program:

1. Develop the external HTML as usual for a CG program, but
i.do not insert the initil http header
Content-type: text/html
(you are going to build a static page)
2. Develop the program as if it were a CGI program using our CGISRVPGM2 service program
(you may use our commandcreate anfntal sample CGI source)
i. avoid reading and parsing the input string
(drop our cgidev2/crtegisre generated statement
[copy .../qrpglesrc,prologl/2/3

)
il instead of sending the html buffer to the client with the instruction
callp  wrtsection(**fini")

save it as an IFS stream file using the subrocedure WrtHtmIToStmf():

D Stnf S 512 varying

D inz("/web/dynapagel.html ™)
D CodePage S 10i 0 inz(819)

D rc S 10i 0

* If "codepage” parameter omitted, code page is assigned by the
* systen

C if codepage > 0

C eval rc = irtHtmIToStnf(Stnf:CodePage)

C else

C eval rc = lirtHtmIToStnf(Stnf)

C endif

Notes:
i. The filename portion in the "stream file" variable supports a maximum length of 245

58


http://www.easy400.net/easy400/shwdowner1.htm

CGIDEV2 Tutorial

bytes.
ii. Create the program with actgrp(*new).
il Subprocedure WriHtmiToStmf{) clears the output buffer before returning to the user

program. This is done to allow the user program to create more than one stream file
without overlaying previous output data.

iv. Should you need instead to append the html buffer to an existing stream file, you must
use subprocedure AppHtmIToStmf():

D Stnf S 512 varying

D inz(" /web/dynapagel.html")
D rc S 10i 0

C eval rc = AppHtmIToStnf(Stnf)

Example of a dynamic/static page:

' Pleasf our example program. It would generate a page containing some
random integers. To run this program:
1. addlible cgidev?
2. enter command
CGIDEV2/RANDONNBRS STMF(*/cgidev/randomnbrs.htm") CODEPAGE(819)
+ Check out the ,

Error codes.
If subprocedure wrtHtmIToStmf does not complete normally, it returns a non-zero error code (in field
"rc"). Error codes are documented in an [BM Infocenter separate page.
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e
ﬁi .‘ Dynamic MS WORD documents

[AMB

1-Aboutit  2-How to build a document template  3-How to write the user program

1-About it

Since May 2020 CGIDEV?2 provides a command - UPDWORDX - for generating customized MS WORD
documents starting from a template document.

This support is limited to MS Office 2007 documents, the ones with extension .docx. Documents with
extension .doc are not supported.

Command CGIDEV2/UPDWORDX operates in a way like the one used in CGIDEV2 to create dynamic web
pages from an external HTML template.

It loads into memory a given WORD template containing output variables, then it calls an exit (CGl-like) user
program responsible for updating the output variables. On return from the user program, it calls the
WrtHtmIToStmf() procedure to create a stream file containing the new customized WORD document.

The nice side of this command is that the user program is just required to perform as many UpdHtmiVar() calls
as many output variables are to be filled in.

The uneasy side of the tool, however, is that setting output variables in the template WORD document is very
critical and must be thoroughly checked out.

Command CGIDEV2/UPDWORDX looks as follow:

Update a MS WORD document (UPDDOCX)

Type choices, press Enter.

Input document stream file . . . INPSTMF
Output document stream file . . OUTSTMF
User program . . . . . . . . . . USRPGM Name
Library . . . . . ... ... *LIBL Name, *LIBL, *CURLIB

Figure 1 - Command UPDDOCX

¢ Input document stream file - (INPSTMF) - The IFS stream file of the template MS WORD document
(see "How to build a document template" later in this page)

¢ Output document stream file - (OUTSTMF) - The IFS stream file of the customized word document. If
this file already exists, it is replaced.

« User program - (USRPGM) - The user program performing the document update through a number
calls to CGIDEV2 UpdHtmiVar() procedure.
Example: UpdHtmlVar('custname':'John Doe')

2-How to build a document template

A 2007 MS WORD document (extension ".docx") is a set of 11 files distributed in 4 directories and zipped to
make up the document. To unzip a MS WORD document we

¢ copy the document to clipboard

« paste into a folder

18/08/2022, 22:36
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 rename it by replacing extension docx with extension zip
e unzip it.
The internal structure of the WORD document displays as follow:

document/ _rels/.rels
document/docProps/app.xml
document/docProps/core.xml
document/words/_rels/document.xml.rels
document/words/theme/themel.xml
document/words/document.xml
document/words/fontTable.xml
document/words/settings.xml
document/words/styles.xml
document/words/webSettings.xml
document/[Content_Types].xml

The file containing the document text strings is document/words/document. xml. This is the one that will
contain the template words and the "output variables".
In this file, the text of the document is splitted in many little strings anclosed in XML <tag>'s.

Now, the "output variables" that we need to define in a document template are unique labels (to be mentioned
in the RPG program), enclosed in specific start and end delimiters. Example: /%custname%/.
We absolutely need these "output variable" strings be uncoded as a whole, example

/%custname’/%/</w:t>
instead of being splitted into XML pieces such as

AWt /B/Wit> con e <w:t>custnamek/</wit> .
If that splitting takes place, then the RPG function UpdHtm1Var('custname':'John Doe') would not reach its
target, which would then filled in with the string *Missing Data*.

To avoid unwanted splitting we proceed as follow:
a. open a new WORD document
b. Type in every other string, except the body of the document. If needed, assign font-family, font-size and
color to these strings.
c. Position the cursor in the point of the document where the body would start and assign font font-family,
font-size and color for the next text
d. Get out of this document and use NotePad to open a text file
e. Type the document body as plain text, including the /%Label%/'s representing the output variables
f. Copy this document body to the clipboard
g. Go back to the WORD document and paste the clipboard exactly where you left the cursor
h. Don't do anything further, save the document while keeping fingers crossed.
That should work, but you've better to make sure before using it as a template. The following check will save
you a lot of wasted time:
i. Unzip that WORD document template (as described above)
ii. Open file document /words/document.xml using a XML browse tool (I.E. is good for that).
iii. Search for /%
iv. Check out in this way all the "output variables". If all of them are unsplitted, you are done.

The following is an example of a WORD document template (file /cgidev/word/sampleDoc.docx):
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Order Coniirmation

Dear [%name%/,

this is to confirm that your order number /%ordernumber%/ has been received and
is scheduled for delivery within /%numberdays%/ days.

Best regards,
D.J. Hohnson

Happy Brothers Co,

Figure 2 - Sample WORD document template

3-How to write the user program

That is really simple. Just code the UpdHtmlvar() instructions needed to fill in the document template "output
variables".
The following is what was done with our sample program to customize the template in Figure 2:

* Example of user program for command UPDDOCX

CRTBNDRPG PGM(CGIDEV2/UPDSAMPDOC) SRCFILE(CGIDEV2/QRPGLESRC)
DFTACTGRP(*NO) ACTGRP(*CALLER) DBGVIEW(*SOURCE)

Execution example:

UPDDOCX INPSTMF('/cgidev/word/sampleDoc.docx")
OUTSTMF (' /tmp/sampleDocX.docx")
USRPGM(CGIDEV2/UPDSAMPDOC)

ECE R A G

/copy cgidev2/qrpglesrc,hspecs
/copy cgidev2/qrpglesrc,hspecsbnd
/copy cgidev2/qrpglesrc,prototypeb
/copy cgidev2/qrpglesrc,usec

/free
updhtmlvar('name':'John Doe');
updhtmlvar('ordernumber':'CQK0964752");
updhtmlvar('numberdays':"'37");

return;

Figure 3 - Sample user program

By running command:

Figure 3 - Sample UPDDOCX command

If you have a CGIDEV2 version dated at least May 1, 2020 you may run the above command for your own
fun.
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It provides the following MS FORM document (file /tmp/sampleDocX.docx)):

Order Coniirmation

Dear John Dog,

thisis to confirm that your order number CQK0964752 hasbeen received and is
scheduled for delivery within 37 days.

Best regards,
D.J. Hohnson

Happy Brothers Co.

Figure 4 - Sample customized WORD document

References
1. Draft of Scott Klement's JWORD articld
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Supporting program
state through User
Spaces

LY

1. Introduction

2. User spaces
3. User space procedures
4. Sample program

1. Introduction

Non-persistent CGI are "stateless". In other wards, the browser connects to the server, makes a
request (calls a CGI), receives the response, then disconnects from the server. On the next request
from the same browser, there is no quarantee that the same program has maintaned the state
(variables and record positioning) it was left with at the end of the previous request.

In'such a stateless situation, the developer has to implement some "tricks" to restore some variables
on the next call to the CGl, such as

+ using hidden input fields in the HTML forms
+ writing and retrieving cookies

Sometimes, however, when designing complex transactions, these rather simple tricks may not be
sufficient to fufil state requirements and a programmer would be tempted to use "persistent" CGI

instead. However, persistent CGI have their own problems.

Inthose cases, better methods for storing and retrieving state information are required.

2. User spaces
iSeries user spaces objects are ideal for this purpose:

+ Each user space can hold up to 16 MB of information

+ System APIs are provided to create a user space, change fts attributes (including making it
automatically extendivle, retrieve a pointer to i, etc.)

+ Once addressabilty to a user space (a pointer) has been established, one can map, using
based variables, many types of data into i, including data structures

+ Saving and restoring user state information can be accomplished as follow:

o at the start of the transaction, create a uniquely named user space,

0 use based variable(s) to map the user's data into the space,

o send an HTTP response to the user, including a hidden field containing the user space
name,

o when the user makes a request using the form that contains the hidden user space
name, use that name to retrieve a pointer to the user space, thus restoring
addressabilty to the user space's contents using the same based variables that were
used to store them.

3. User space procedures

1. Subprocedure "CrtUsrSpc” - Create an User Space
It creates a randomly named, automatically extendible user space in a user-specified library.
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The user space's contents are initialized to all X00's.
Parameters

o User space library (input)
u [f the liorary not found, CrtUsrSpe sets the user space name to blanks and
Msgld to CPF9810
u If the requestor does not have change authority to the fbrary, CrtUsrSpc sets the
user space name to blanks and Msgld to CPF2144
o Pointer to user space (output)
u Setto nul if the user space is not created
o Message D (output)
u blank f no errors
1 ¢lse, message id of error

Optional Parameters

o Public authorty (nput)
u Ifnot passed, it is set to *EXCLUDE
o Text (input)
u Ifnot passed, it is set to ‘Created by CGIDEV2' plus timestamp
o Inital size (input)
u |f not passed, it is set to 12268
o Extended atribute
u [ not passed, it s set to blanks

Returns

o If successful

u User space name
o Otherwise

u Blanks

Errors in system APIs

o If any of the called system APIs fails, a message is forced into the CGIDEBUG fle.

Example:
* Input variables
D AnEntry S 40 varying
* User space
D UsrSpcName S 10
D UsrSpeLib c *CGIDEV2USP*
* Message 1D for CrtUsrSpc
D Nsgld S 7
* State related variables (user space contents)
D State ds based(StateP)
D Count 10i 0
D Entries 1000 varying
C eval UsrSpcName= CrtUsrSpc(
C UsrSpcLib : StateP : MsglD)

In this example, a user space is created in fbrary CGIDEV2USP and its name is loaded into
variable "UsrSpcName”.

>

Subprocedure "RtvUsrSpePtr" - Retrieve Pointer to User Space
Parameters

o User space name (input)
o User space library (input)

Returns
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o If successful

u Pointer to the user space
o Otherwise

u Null pointer

Errors in system APIs

o [f any of the called system APIs fails, a message is forced into the CGIDEBUG fle.

Example:

C eval StateP = RtvUsrSpcPtr(UsrSpcName:
C UsrSpeLib)

C if StateP = *null

C endif

In this example, the contents of the user space are made accessible via data structure "State".

To update the contents of the user space, one should just update the data structure "State”:
C eval AnEntry = ZhbGetVar(*AnEntry®)

C if AnEntry < **

C eval Count = Count + 1

C eval Entries = Entries + "<br>* + AnEntry
C endif

4, Sample program

CGI program STATE demonstrates the use of user space to maintain program state information.
In this programs, the user may enter, one at a time, several inputs. The inputs are saved in a user
space. The user space contents are displayed to the user.

|:|- HTML source of this example
]« RPG source o tis example
|:| + Run this example
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Generate a random

string
using randomString subprocedure

Subprocedure randomString returns a string up to 1024 random characters. The caller controls the
number of characters retumed, the contents and case of the first character, and the contents and
case of the remaining characters.

This procedure can be used for assigning temporary names for user spaces, stream files, file
members, efc.

Al

Parameters:

+ Number of characters to return (0 - 1024)
If 0, & null string s retured.
If > 1024, 1024 characters are retumed.
o First character (if not passed, defaults to “mixedDigt)
o *upperLetter (upper case letter only)
o *lowerLetter (lower case letter only)
o *mixedLetter (upper or lower case letter only)
o *upperDigit (upper case letter or digt)
o *lowerDigit (lower case letter or digt)
o *mixedDigit (upper or lower case letter or digt)
o “digt (digt only)
+ Remaining characters (if not passed, defauits to *mixedDigit)
o same choices s first character
+ UpperChars - characters that are "upper case')
o If not passed or has length = 0, defaults to ‘ABCDEFGHIJKLMNOPQRSTUVWXYZ'
+ LowerChars - characters that are "lower case")
o If not passed or has length = 0, defaults to ‘abcdefghikimnopgrstuwzyz
+ DigitChars - characters that are "digits")
o Ifnot passed or has length = 0, defaults to 0123456769

For more information, see|CGIDEV2/QRPGLESRC member XXXRANDOM|

Example:

D UsrSpchame S 10

C eval usrSpcName = RandomString(

C 10: "*UpperLetter*: **UpperDigit")
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Generate a random

integer
using Random subprocedure

KLE

Al

This subprocedure returns a random integer between two user-specified values. A random integer is
expecially useful to create a session ID (*handle") for persistent CGI programs.

CIito see a live example of a CGI program using this subprocedure,
o display the source of such sample program.

Example

[copy mysrclib/grpglesre,hspecs

/copy mysrclib/qrpglesrc,hspecsbnd

* Variables comnon to all CGls

/copy mysrclib/qrpglesre, protatypeb

fcopy mysrclib/grpglesre,usec

/copy mysrclib/qrpglesrc,variables3

* Variables required by subprocedure “random”

DityRandom S 100 0
DilyLow S 100 0
DiiyHigh S 100 0
* ... BtC. ...

* Asks for a random integer
* between 0 and 9, to be returned in variable "MyRandom"

C eval MyLow = 1
C eval lyHigh = 9
c eval llyRandom = random(MyLow:MyHigh)
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Assign a session ID

KLl

A persistent CGI, each time it is called, must compute a unique session identifier to be used as a
handle to recall it back on the next user transaction. CIicko know more about persistent CGI
requirements.

Arandom integer generation function may help in computing such unique session ID. Click
(0 COMPUEE & random IMeger.

Mel's service program includes also function getSessioniD. This function returns a 15-character
string made of

+ the six characters of the job number
+ ning random digts.

/copy mysrclib/grpglesrc,hspecs
[copy mysrclib/grpglesre, hspecsbnd
* Variables common to all CGls
[copy mysrclib/qrpglesrc, prototypeb
/copy mysrclib/grpglesre,usec
/fcopy mysrclib/grpglesre,variables3
* ... ete. ...
* Example of computing a Session 1D
eval sessionid = getsessionid
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.- Commands to prepare
libraries and sources
for CGI development

1. Prepare your CGl libraries

Use command cgidev2/setcgilib to set up your source and production fibraries for CGI programs:

Set lib.s for CGI development (SETCGILIB)
C6l source library . . . . ... Name
CGl production library . . . . . *SRCLIB  Name, *SRCLIB

CGIsource library: The name of the ibrary which will contain the sources of the CGI programs. This command creates the following
objects in this library:
1. Command, panel group, and program COMPILE to be used to regenerate your modules and programs any time you have to
change something in your external data structure
2. the following source files, if missing
1 QDDSSRC
1 QRPGLESRC
1 QCLSRC
1 QCMDSRC
1 QPNLSRC
Note that source file QRPGLESRC wil contain the folowing members (to be copied info your CGI sources):
0 hspecs (H specifications for module compilation)
0 hspecsbnd (H specifications for binding, so that you do not need any longer to specify the bnddir keyword in your crtpgm
commands)
0 prototypeb (prototypes for requesting services from Mefs service program
0 usec (data structure for refurn codes from API's)
0 variables3 (variables common to CGI's)
0 prolog3 (get the input string sent from the remote browser)
Note that itis your responsibilty to maintain CL program compile any time you develop a new CGI module o program.

CGl production liorary: The name of the fibrary which will contain the CGI programs. If you specify *SRCLIB, the source liorary is
also the production fibrary.
This command creates the folowing objects in this library:

0 Source file HTMLSRC for your him skeleton output members

0 Command CGIDEBUG, ith file CGIDEBUG and data area CGIDEBUG, to let you debug your himl inputs and outputs.

IFS directory: An IFS directory with the same name of the CGI production brary is created.
Three subdirectories are also created:

0 [production_ibrary/css for your .css files

0 [production_fibrary/html for your himl files

0 [production_ibrary/graphics for your graphical objects (icons, images, etc.)

HTTP directives: This command will also ask whether you want to generate original or Apache HTTP directives. If you did sign on
with a user profile that has *change authority over HTTP instance control fles (QUSRSYS/QATMHINSTC, QUSRSYSIQATMHTTPC),
you will then be presented a st of HTTP instances (original or Apache) to choose from. Once you make a choice, the selected HTTP
instance s updated with the basic HTTP directives needed to make your static or dynamic pages supported. We give examples for
the two cases:

0 Original HTTP directives

Map /myprdlibh/*  /QSYS.LIB/MYPROLIB.LIB/HTHLSRC. FILE/*
Pass /QSYS.LIB/MYPROLIB. LIB/HTMLSRC. FILE/*

Pass /myprdlib/*
Exec /myprdlibp/*  /QSYS.LIB/MYPROLIB.LIB/*  %%EBCDIC/EBCDICH:

where myprlib is the liorary name you specify for the production ibrary. These four directives work as
follow:

1-The Map directive allows you to specify the shortcut name Imyprdlibh/ (instead of /QSYS.LIB
IMYPRDLIB.LIB/HTMLSRC.FILE/) in your html scripts (thus saving keystrokes and related errors)
2-The first Pass directive allows HTTP to access members (containing static pages) in your HTMLSRC
file

3-The second Pass directive allows HTTP to access files in a root directory named as your production
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fibrary: you could use such a directory to maintain images and static pages as well

4-The Exec directive allows CGIs in the production fibrary to be executed. The
%%EBCDICIEBCDICY%Y% parameter allows the correct execution of zhbGet Input procedure (high
performance procedure to read the input string from the remote browser).

0 Apache HTTP directives

Alias /myprdlib/ /myprdlib/

<Directory /QSYS.LIB/MYPROLIB.LIB>
AllowOverride None
Options None
order allow,deny
&nbsp; allow from all
</Directory>
<Directory /myprdlib>
AllowOverride None
Options None
order allow,deny
allow from all
</Directory>

Aliashiatch /myprdlibh/(.*)\.htm /QSYS.LIB/MYPROLIB.LIB/HTMLSRC.FILE/$1.mbr
Alias /myprdlibh/ /QSYS.L1B/MYPRDLIB.LIB/HTMLSRC.FILE/

ScriptAliashlatch /myprdlibp(.*).pgn /gsys. lib/myprdlib. lib/$1.pgn

where myprlib is the orary name you specify for the production ibrary. These directives work as

follow:

1-The first directive defines a short path myprdlibh/*.htm through which one may invoke static pages in

file MYPRDLIB/HTMLSRC using extension .ntm

2-The second directive defines the short path mypralibh which maps to MYPROLIBHTMLSRC
3-The third directives informs that IFS path "Imyprlib” can be used
4-The fourth directive allows execution of CGI programs in fibrary MYPRDLIB. They must be imvoked

through their pseudo-path myprdlibp

5-The first Directory group allows object in library MYPRDLIB to be accessed (basically: static pages in
MYPRDLIB/HTMLSRC and CGI programs in liorary MYPROLIB)
6-The second Directory group allows IFS files in directory /myprdlib to be retrieved.

2. Create a sample CGI source

Use command cgidev2/crtcgisrc to create a sample ILE-RPG CGI source and the related HTML in source file HTMLSRC. The CGl is
able to manage both the input (via ZnbGetinput and ZhbGetVar) from the client and the output to the client. You may easily create a
module, create a CGl program, and run it. This wil speed out your initial CGI devel

Create sample CGI RPG source (CRTCGISRC)

ILE-RPG CGI source member . . . Name
C6l source library . . . . ... Name
CGl production library . . . . . *SRCLIB  Name,

*SRCLIB

ILE-RPG CGI source member: The name of source member to be created in fle QRPGLESRC in the source

firary.

CGI'source library: The name of the fibrary which will contain the sources of the CGI programs.
CGl production library: The name of the liorary which will contain the CGI programs.
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About persistent CGI

Table of Contents

1 - Introduction
2 - Apache HTTP Directives for persistent CGI programs

3-Tips for developing output html skeleton members
4-Tips for developing persistent CGIRPG programs

5 - Sample persistent CGI RPG programs

1- Introduction

Before 0S/400 Release VAR3, CGI programs could only be run as non-persistent.

Anon-persistent CGI program is reloaded at every browser request.

Because of this, there is only one way a non-persistent CGI program can know the values its variables
had when it provided an html response to a client browser.

This is done by saving variable values in fields of the output html (usually "hidden" fields in an html
form), so that they are sent back to the program with the next browser request.

Starting with 0S/400 Release VARS3, CGI programs can be run as persistent.

Persistent CGI is an extension to the CGI interface that allows a CGI program to remain active across
multiple browser requests and maintain a session with that browser client.

This allows

+ the program state to be maintained
+ files to be left open
+ long running database transactions to be committed or rolled back on end-user input.

The AS/400 CGI program must be created using a named activation group which allows the program
to remain active after returning to the server.

The CGI program notifies the server it wants to remain persistent using the "Accept-HT Session" CGI
header as the first header it retums in the output html. This header defines the session ID associated
with this instance of the CGI program, is taken off from the http server, and is not returned to the

browser.
Subsequent URL requests to this program must contain the session ID as the first parameter after the
program name.

The server uses this 1D to route the request to that specific instance of the CGI program.

The CGI program should regenerate this session ID for each request.

Though not mandatory, it is strongly recommended that you use the Secure Socket Layer (SSL) for
persistent and secure business transaction processing.

2- Apache HTTP Directives for persistent CGl programs

There are three Apache HTTP directives for persistent CGl jobs.

1. MaxPersistentCGI - Maximum number of persistent CGI jobs
Use this directive to set the maximum number of persistent CGI jobs that you want to have
active at one time. The default is 50.
Example

MaxPersistentCGI 10
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o path is the path to your CGI persistent program
o cgi_name s the name of your program followed by .pgm
o handle is the "unique session ID" you already put in the "Accept-HTSession" header
o rest_of_path is the parameter string (if any) expected by your program
Examples:
<FORM METHOD="POST" ACTION="lpath/mypgm.pgm/ /%HANDLE%/>
<INPUT TYPE="HIDDEN" NAME="action" VALUE="go">

<FORID>
<A HREF="Ipath/mypgm.pgm//%HANDLE %/?action=go> . . . </A>

4-Tips for developing persistent CGI RPG programs

1. Also a CGl persistent program, after returning the ouput html to the browser should return to
the server. This is different from a traditional non CGI program, where the program sts after an
EXFMT instruction.

o do not set on the LR indicator, when you want the program to remain active for further
requests

o set on the LR indicator when you want the program be no longer active. In this case,
make sure the browser receives some html response, otherwise the end user wil wait
unil a script-timeout is issued from the http server.

2. When receiving control from the hitp server, the persistent CGI program should test some
variable of fts own to establish the state it was left in.

3. Have the program itself regenerating every time a new session ID (also called "handle") to be
inserted in two points of the output html:

o the "Accept-HTSession" header

o the URL to call again that program.
Inbuilding a new session D, you may use a random number obtained through Mel's service
program subprocedure.

4, When creating a persistent CGI program, be sure to specify a named activation group in the
parameter ACTGRP. As an example, the name of the activation group could be the same for all
CGls in an application.

5- Sample persistent CGI RPG programs

Mel Rothman's demo Giovanni Perotti's demo
99 What day of the week? @ Sample persistent RPG CGl program
It computes its Session ID (*Handle") using the It computes its Session ID ("Handle") just using
getSessioniD subprocedure. the random subprocedure.
View View
[Tthe bootstrap HTML the externally defined HTML source
[Tthe extemally defined HTML source ‘ khe RPG source of the CGI
[Jthe RPG source of the CGI
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http://cgidev2.easy400.net/cgidev2p/dspsrc.pgm?cgiinp01=cgidev2&cgiinp02=qrpglesrc&cgiinp03=persist01
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2. PersistentCGITimeout - Default timeout value for persistent CGl jobs
This directive speciies the number of seconds that your server waits for a client response
before ending a persistent CGI session. The CGI program can override the value that you
specify on a request-by-request basis. The default timeout value is 300 seconds.
Example

PersistentCGITimeout 120

3. MaxPersistentCGITimeout - Maximum timeout value for persistent CGl jobs
This is the maximum number of seconds that a CGI program can use when overriding the
PersistentCGITimeout directive. The defaulttimeout value is 1800 seconds.
Example

MaxPersistentCGITimeout 3600

Notes on persistent CGI running under Apache

i. Persistent CGI running under Apache must use the POST method, not the GET method
ii. The ScriptAliasMatch directive for executing persistent CGI programs MUST HAVE the
following format
ScriptAliasiatch /cgidev2p/(.*) /gsys.lib/cgidev2. lib/$L
The following format WOULD NOT WORK:
ScriptAliasilatch /cgidev2p/(.*).pgm  /gsys. lib/cgidev2. lib/$1.pgn

3-Tips for developing output html skeleton members
(when using Mef's service program technique)

1. Accept-HT Session Header
The first html section issued by your program should start as follow
Ssection_name
Accept-HT Session:/%HANDLE%/
(Content-type: text/html

<HTML>

where [%HANDLES%! will be substituted with the "unique session D" computed by your program
(see the next topic).

The "Accept-HTSession" header will not be sent to the client browser. It will be detected and
taken off by the hitp server. The "unique session D" will be associated with your program
instance, 5o that the next request from the client browser mentioning it will cause your program
instance be re-activated.

ro

HTTimeout Header

This header defines the amount of time, in minutes, that a CGI program wants to wat for a

subsequent request.

If not specified, the value specified on the HTTP PersistentCGITimeout directive is used.

If specified, it overrides the HTTP PersistentCGITimeout directive,

but the server will not watt longer than the time specified on the HTTP

MaxPersistentCGITimeout directive.

This allows individual CGI programs to give users more time to respond to lengthy forms or

explanations. However, it still gives the server uftimate control over the maximum time to wait,
Example

HTTimeout:50

This header must be preceded by an Accept-HT Session header; ff not, it is ignored.
If you omit this header, the default time-out value for the server is used.

w

To enable the client browser to re-activate your program instance, your html URL fink should be
specified in the following way

Ipathicgi_name/handle/rest_of_path
where
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CGI debugging tips

What to do when the time comes to debug a CGI program

That time will come soon, just after starting.

Error 500

CGl Program failed

is watting for you.
So, better be prepared.

Note - Inthis page it is assumed that you run the Apache HTTP server.
1- Setup

Whenever a program check is met, Apache HTTP server jobs bump out, and all the diagnostics are
then in their joblogs. So, first of all, HTTP server jobs must have a readable joblog. This is how you do
it

1. chgjobd ghttpsvr/qzhbhttp log(4 00 *seclvl) ingmsgrpy(*dft)
2. endtcpsvr *http
3. strtcpsvr *http

Second, you must change the "script time-out” value in your http directives, by specfying a time value
high enough to let you complete your debugs without having the server job terminating because of an
excessive watt time on the server response.

1. edtf */mw/http_instance_name/conf/httpd. conf”
2. add or change the following directive
TimeOut nn
by specifying af least 1800 (30 minutes) for nn .
3. endtcpsvr *http
4. strtepsvr *http

If the HTTP server job does not bump out and you want to debug a CGI program of yours, you must
first find out which HTTP job is going to serve your request.
To find out the HTTP job servicing your request

1. wrkactjob shs(ghttpsvr) job(instance_name)

2. press F10 several times to reset counts

3. runany HTTP request that would not fail

4. press F5 to refresh the counts

5. the HTTP job senicing your request is the CGI one displaying some CPU time.

2-HTTPinstance configuration

1. If your browser displays error 404, that may just mean that your HTTP directives are not
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working
2. If you have installed fibrary cgidev2, clear the cash of your web browser and try o run the
following:
http://.../cgidev2o/hello.htm
(replace ... with the TCP address of your AS/400)
o If you get no response, but an Error 400 message, it may mean that your HTTP server
is ot serving your request. Some of the causes:
1 Your HTTP server is not active; you can check it by entering command
wrkactjob sbs(ghttpsvr)
1 Your HTTP server is active, but some other active HTTP server is locking port 80
for its own exclusive use. This happens for instance when you also run DOMINO.
You may then try to change the port of your HTTP configuration in the following
way:
1. Enter command
edtf fwwwihttp_instance_name/conflhttpd.conf
to edit the HTTP server instance directives
2. Look for a Listen directive.
3. Change the port number on the Listen directive.
For instance, instead of port 80, assign port 7777.
4. Re-start the HTTP server instance
5. Re-try the URL by entering
http://...:7777/cgidev20/hel lo.htn
3. If you et Error 500 in running
http://.../cgidev2o/hello.htm
do the following:
o make sure that library CGIDEV2 and program CGIDEV2/HELLO1 are authorized to the
*public for *use
o make sure that the configuration directives of your HTTP server contain the directives
needed to run CGIDEV2, and that this HTTP server was re-started after installing such
directives (to install CGIDEV2 HTTP directives, run command command
CGIDEV2/HTTPCFG)
o make sure you installed the last available PTF Cumulative for product 57xDG1 (IBM
HTTP Server for iSeries)

3- Error 500 trivial cases

Error 500 is raised in four cases:

1. The mandatory HTTP header is missing.
The HTTP headers are statements at the beginning of the output generated from a CGI for
the browser.

The fist mandatory HTTP header must be:
Content type: ...

Inabsense of such HTTP header, you get ERROR 500 from Apache. Another common HTTP
header is
Expires: 0
The mandatory HTTP headers separator is missing.
The HTTP headers must end with a sequence of two Carriage-Refurn-Line-Feed (CRLF).
This is implemented by adding an empty line after the last HTTP header.
Inabsense of such a separator, you get ERROR 500 from Apache.
3. The output buffer is not sent to the browser
The CGI program returns without sending the output buffer via the statement
callp wrtsection(**fini")
4. The CGI program faces a program exception and is terminated. This is the topic
discussed hereafter.

ro

4-Error 500 non trivial case

If the HTTP instance job servicing your CGI request was terminated due to a program exception, you
should first look at ts joblog (output queue QEZJOBLOG).
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Inmany cases, error messages provide enough information to enable program correction.
For more complex cases, you need to debug your CGI program.

To perform debug, you must have compied your ILE modules with the option
DBGVIEN(*SOURCE) or DBGVIEN(*LIST)
If you have done so,

1. strsrvjob ..... the http server job which you expect to process your next CGI request
2. strdbg your_CGI_program updprod(*yes)
Note- To be quicker, you may use command EDBG (Enhanced Debug) available with
CGIDEV2 (use F4 to prompt parameters).
3. Some basics, when the source of the initial module is displayed
o onthe command line,
F string
to find a string
o F16 to find next
o move a cursor o a source fing and press F6 to add a breakpoint
4. Rerun your CGI program.
Hopefully it wil stop at some breakpoint of yours, you may tell from your debug session
5. More hints on debug
o posttion the cursor on a variable and press F11 to display its value
0 you can do the same on the command line by entering
eval variable_name
o if youwant to display the value of a variable in hexadecimal format, on the command
fine enter
eval variable_name:x
0 {o change the value of a variable, on the command fine enter
w eval variable_name = *value®
ifitis a character variable
u eval variable_name = value
ifitis a numeric variable
0 {o execute one step of coding, press F10
o to resume execution il the next breakpoint, press F12
o if your module calls another module, and you want to debug this latter one
u 3dd a breakpoint on the call statement
1 when execution stops on this statement, press F22 to display and add
breakpoints to this latter module

By sure you will become the most proficient debugger in your neighbourhood!
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